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INTRODUCTION

Few technological innovations have radically transformed the fabric of
society like the Internet. Born from a desire in 1969 to transmit a single message
across two digital platforms,1 the Internet has since revolutionized the
communications sector, with digital tentacles now piercing diverse industries
across the globe.2 The experience of digitization has been so profound that some
scholars and organizations have even claimed that Internet access constitutes a
fundamental human right intertwined with the First Amendment right to freedom
of speech.3
It is not surprising, then, that the Internet¶s digital foundation serves as
a mother base from which new, innovative, and unregulated technology grows.
Once the mere imagery of sci-fi worlds,4 modern technology not only simplifies
daily tasks but also regulates previously unmonitored aspects of human life.5
From autonomous vehicles to ³smart´ pills and remote insulin pumps to talking
thermostats and wearable technology, the Internet now has the power to connect
1

43709-wva_124-1 Sheet No. 6 Side B

Gil Press, A Very Short History of the Internet and the Web, FORBES (Jan. 2, 2015),
https://www.forbes.com/sites/gilpress/2015/01/02/a-very-short-history-of-the-internet-and-theweb-2/?sh=733cbeac7a4e.
2
See PRESIDENT¶S NAT¶L SEC. TELECOMMS. ADVISORY COMM., NSTAC REPORT TO THE
PRESIDENT
ON
THE
INTERNET
OF
THINGS
1
(Nov.
19,
2014),
https://www.cisa.gov/sites/default/files/publications/NSTAC%20Report%20to%20the%20Presid
ent%20on%20the%20Internet%20of%20Things%20Nov%202014%20%28updat%20%20%20.p
df.
3
See, e.g., Frank La Rue (Special Rapporteur), U.N.G.A., Hum. Rts. Council, Rep. of the
Special Rapporteur on the Promotion and Protection of the Right to Freedom of Opinion and
Expression,
U.N.
Doc.
A/HRC/17/27,
at
18±19
(2011),
https://www2.ohchr.org/english/bodies/hrcouncil/docs/17session/A.HRC.17.27_en.pdf; see also
Four in Five Regard Internet Access as a Fundamental Right: Global Poll, BBC NEWS (Mar. 8,
2010), http://news.bbc.co.uk/2/shared/bsp/hi/pdfs/08_03_10_BBC_internet_poll.pdf.
4

5

Swaroop Poudel, Internet of Things: Underlying Technologies, Interoperability, and
Threats to Privacy and Security, 31 BERKELEY TECH. L.J. 997, 1013 (2016).

https://researchrepository.wvu.edu/wvlr/vol124/iss1/4

2

C M
Y K

11/16/2021 08:40:42

See Dallin Robinson, Click Here to Sue Everybody: Cutting the Gordian Knot of the Internet
of Things with Class Action Litigation, 26 RICH. J.L. & TECH. 1, 14±15 (2020); Scott R. Peppet,
Regulating the Internet of Things: First Steps Toward Managing Discrimination, Privacy,
Security, and Consent, 93 TEX. L. REV. 85, 92 (2014).
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almost everything anywhere.6 While much of this technology remains in the
³nascent stage[] of development,´7 one thing is clear: the age of computer-based
Internet is over. Modern civilization will soon be defined by the Internet of
Things (³IoT´),8 which, as used herein, refers broadly to any object that can
connect to and exchange information across the Internet or other network, from
a Fitbit to a defibrillator.9

6
See id. at 997±1000; Nicole Smith, Note, Protecting Consumers in the Age of the Internet
of Things, 93 ST. JOHN¶S L. REV. 851, 853±58 (2019).
7
Mauricio Paez & Mike La Marca, The Internet of Things: Emerging Legal Issues for
Businesses, 43 N. KY. L. REV. 29, 29, 32 (2016); Poudel, supra note 5, at 1000; see Leta E. Gorman,
The Era of the Internet of Things: Can Product Liability Laws Keep Up?, IDAC: DEF. COUNS. J.
(Feb. 7, 2020), https://www.iadclaw.org/defensecounseljournal/the-era-of-the-internet-of-thingscan-product-liability-laws-keep-up/.
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8
Robinson, supra note 4, at 2; Nikole Davenport, Smart Washers May Clean Your Clothes,
but Hacks Can Clean Out Your Privacy, and Underdeveloped Regulations Could Leave You
Hanging on a Line, 32 J. MARSHALL J. INFO. TECH. & PRIV. L. 259, 296 (2016); see generally
Gorman, supra note 7. Indeed, some experts have even analogized IoT to the industrial revolution
and claimed that IoT and the Internet will become ³so effortlessly interwoven into daily life´ as to
³become invisible, flowing like electricity.´ See Paez & La Marca, supra note 7, at 29, 33; see also
Adam D. Thierer, The Internet of Things and Wearable Technology: Addressing Privacy and
Security Concerns Without Derailing Innovation, 21 RICH. J.L. & TECH. 6, 10 (2015) (³This socalled Internet of Things²or machine-to-machine connectivity and communications²promises
to usher in µa third computing revolution¶ and bring about profound changes that will rival the first
wave of Internet innovation.´).
9
Nicholas DiCesare, The ‘Internet of Things’: Litigation Explosion Ahead?, BUFF. BUS.
FIRST: BUFF. L.J. (Oct. 3, 2018), https://www.bizjournals.com/buffalo/news/2018/10/03/theinternet-of-things-litigation-explosion-ahead.html; see Hillary Brill & Scott Jones, Little Things
and Big Challenges: Information Privacy and the Internet of Things, 66 AM. U. L. REV. 1183,
1186±87 (2017). IoT devices are also known by other names, including, but not limited to,
³machine-to-machine communication,´ ³smart products,´ ³internet of sensors,´ ³industrial
internet of things,´ ³internet of medical things,´ and ³internet of bodies.´ These terms largely refer
to components or subsections within the broader IoT classification, meaning that IoT is a more
inclusive and comprehensive phrase. For example, the terms ³internet of bodies (IoB)´ and
³internet of medical things (IoMT)´ refer to devices that digitally connect to the human body, often
related to health care (e.g., smart pills, WiFi-connected pacemakers, etc.). See Bernard Marr, What
Is The Internet of Bodies? And How Is It Changing Our World?, FORBES (Dec. 6, 2019),
https://www.forbes.com/sites/bernardmarr/2019/12/06/what-is-the-internet-of-bodies-and-howis-it-changing-our-world/?sh=7ca01a3468b7; Internet of Medical Things Revolutionizing
Healthcare, ALL. ADVANCED BIOMEDICAL ENG¶G, https://aabme.asme.org/posts/internet-ofmedical-things-revolutionizing-healthcare (last visited Sept. 6, 2021). IoT, however, encompasses
additional smart products that do not attach to the human body, such as smart thermostats,
autonomous vehicles, and smart cities. As a result, IoMT and IoB represent narrower
classifications within the IoT field. See also Brill & Jones, supra, at 1187 (citing Esther Sanchez
Garcia, Internet of Things: The Big Brother of M2M, ENNOMOTIVE (Feb. 25, 2016),
http://www.ennomotive.com/internet-of-things-the-big-brother-of-m2m) (noting that machine-tomachine communication is ³only one relevant part of the IoT´ and, in particular, represents ³the
plumbing of the [IoT]´ that provides IoT with the connectivity it needs to function)).
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But as is too often the case, rapid technological advances have outpaced
the sluggish evolution of the law intended to regulate them.10 As a result,
whenever IoT-related issues and injuries occur²and they do²IoT consumers
and creators alike must rely upon a dizzying patchwork of archaic federal and
state statutes and regulations (as well as the attendant causes of action arising
under them) for recourse.11 No single federal agency or court has been vested
with jurisdiction to address and resolve the uniquely complex legal questions to
which IoT may give rise.12 This ineffective and confused legal framework
imperils consumer safety, impedes innovation, and contravenes sound public
policy.
As a result, this Article argues that Congress should enact a federal
statute that removes IoT claims from other courts and requires such claims to be
resolved at an Office of Special Masters (³OSM´) for IoT, whose Special
Masters possess expertise in IoT law and technology. Part II first defines IoT, its
attendant harms, and the shortcomings of the existing framework for
adjudicating IoT claims. Part III explains why the Office of Special Masters
created by the National Childhood Vaccine Injury Act of 1986 provides the most
suitable model for a judicial forum to resolve IoT claims. Finally, Part IV details
how an OSM for IoT could be created, what it would entail, and why it would be
superior to the current approach.
II.

OVERVIEW OF IOT

A. Defining IoT

43709-wva_124-1 Sheet No. 7 Side B

The growth of IoT, while not unexpected, has recently taken the world
by storm. Often associated with the twenty-first century, IoT actually has its roots
in the late twentieth century when a Proctor & Gamble employee coined the
phrase to describe new Radio Frequency Identification Devices (³RFID´)
technology.13 It was not until 2010 and 2011, however, that IoT gained
mainstream popularity as a result of ³faster computational capabilities permitting
the real-time analysis of Big Data,´ the lowering of economies of scale of IoT

10
See Margaret A. Reetz, Lauren B. Prunty, Gregory S. Mantych & David J. Hommel, Cyber
Risks: Evolving Threats, Emerging Coverages, and Ensuing Case Law, 122 PA. ST. L. REV. 727,
729 (2018); Travis LeBlanc, Privacy, Security, and the Connected Hairbrush, 76 MD. L. REV. 940,
949 (2017); see also Brill & Jones, supra note 9, at 1204 (³The tools our regulators possess to
protect privacy interests have unsurprisingly failed to catch up to the challenges the IoT presents.´).
11
See Jeffrey L. Poston et al., How the Internet of Things and AI Expose Companies to
Increased Tort, Privacy, and Cybersecurity Litigation, LITIG. FORECAST 4, 8±10 (Jan. 22, 2020).
12
See Paez & La Marca, supra note 7, at 40.

Thierer, supra note 8, at 10 (³The first use of the term µInternet of Things¶ is attributed to
Kevin Ashton, who used it in the title of a 1999 presentation.´); Dalmacio V. Posadas, Jr., After
the Gold Rush: The Boom of the Internet of Things, and the Busts of Data-Security and Privacy,
28 FORDHAM INTELL. PROP. MEDIA & ENT. L.J. 69, 74 (2017).

https://researchrepository.wvu.edu/wvlr/vol124/iss1/4

4

C M
Y K

11/16/2021 08:40:42

13

43709-wva_124-1 Sheet No. 8 Side A

 

11/16/2021 08:40:42



ͳͳȀͻȀʹͲʹͳͳǣʹ͵

2021]
AN OSM
FOR IOT
Perdue and Corbin: An OSM for IOT:
Establishing
an Office of Special Masters to Reso5

parts and sensors, and the ³widespread availability of always-on high-speed
Internet connectivity in many parts of the world.´14 But although the term ³IoT´
has existed for over a decade, it still lacks a comprehensive, clear, and universal
definition.15
At its most basic and as used herein, the term ³IoT´ encompasses
everyday objects that contain built-in sensors, software, and other electronics that
allow for network connectivity.16 In this context, a ³sensor´ refers to an
electronic device or component that can measure physical states.17 These sensors
operate by collecting significant amounts of personal²and often sensitive and
confidential²data from their human hosts.18 For example, Apple Watches,
Fitbits, and other health trackers routinely monitor and collect user data, such as
heart rate, calories burned, exercise exertion, GPS location, and more.19
Similarly, a smart thermostat collects data on the user¶s preferred temperature
and may be able to identify when the user is not at home.20 In this manner, a key
function of IoT devices is to facilitate the expeditious processing, storage, and
analysis of user data.21
While data processing, storage, and analysis are important components
of IoT devices, their defining feature and the crux of the IoT revolution is their
ability to connect, share, and transfer data across networks.22 Using RFID, IoT

14
Scott J. Shackelford, Governing the Internet of Everything, 37 CARDOZO ARTS & ENT. L.J.
701, 705 (2019); see also Gilad David Maayan, The IoT Rundown for 2020: Stats, Risks, and
Solutions, SEC. TODAY (Jan. 13, 2020), https://securitytoday.com/articles/2020/01/13/the-iotrundown-for-2020.aspx (noting that IoT ³technology only gained momentum in 2011, after a
Gartner report added it to the list of new emerging technologies´).

43709-wva_124-1 Sheet No. 8 Side A

15
Paez & LaMarca, supra note 7, at 31; PRESIDENT¶S NAT¶L SEC. TELECOMMNS. ADVISORY
COMM., supra note 2, at 1, 17; Iria Giuffrida, Fredric Lederer & Nicolas Vermeys, A Legal
Perspective on the Trials and Tribulations of AI: How Artificial Intelligence, the Internet of Things,
Smart Contracts, and Other Technologies Will Affect the Law, 68 CASE W. RES. L. REV. 747, 757
(2018).
16
Gorman, supra note 7; Paez & LaMarca, supra note 7, at 31; Posadas, Jr., supra note 13, at
75.
17
Sona R. Makker, Overcoming “Foggy” Notions of Privacy: How Data Minimization Will
Enable Privacy in the Internet of Things, 85 UMKC L. REV. 895, 897 (2017); see Poudel, supra
note 5, at 1003 (explaining that sensors ³lie at the heart of an IoT system´ and have the ability to
³collect varied information about the environment´).
18
See Gorman, supra note 7; Paez & LaMarca, supra note 7, at 31.
19
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Poudel, supra note 5, at 1003; see Smith, supra note 6, at 853.
See Jamie Lee Williams, Privacy in the Age of the Internet of Things, 41 HUM. RTS. MAG.
14, 14 (2016).
21
Makker, supra note 17, at 899; see also Posadas, Jr., supra note 13, at 76; PRESIDENT¶S
NAT¶L SEC. TELECOMMNS. ADVISORY COMM., supra note 2, at 1±2.
22
See Gorman, supra note 7; Paez & LaMarca, supra note 7, at 31; Branden Ly, Note, Never
Home Alone: Data Privacy Regulations for the Internet of Things, 2017 U. ILL. J.L. TECH. & POL¶Y
539, 541 (2017); Kathryn McMahon, Note, Tell the Smart House to Mind Its Own Business!:
20
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products can easily enable the real-time distribution and receipt of data across
varied and multiple networks without human interaction.23 A smart pill, for
instance, may alert a patient¶s doctor that a medication dosage has been skipped
without the patient having to track, log, or transmit this data in any way.24 An
Internet-connected insulin pump could similarly deliver proper insulin doses to
a patient based on data the device collects regarding the patient¶s fluctuating
blood sugar levels.25 In each of these scenarios, the consumer does nothing to
facilitate the transmission of the data other than using the IoT device. As a result,
IoT is said to serve as an almost ³ubiquitous network´ that is connected
³anytime, anywhere, by anyone and anything.´26
Not surprisingly, the scope of the modern IoT market is astounding and
promises to expand even further in the near future.27 For example, in 2019, the
number of IoT devices used by consumers exceeded 26.6 billion!28 In 2021, the
number of IoT devices is expected to top 35 billion, with roughly 127 new IoT
devices being connected to the Internet every second.29 These estimates continue
to grow exponentially, with experts predicting that by 2025, 75 billion IoT
devices will be connected.30 Within the next four years, the IoT market is
projected to achieve a value in the trillions and also to have the ability to process
over 90 zettabytes31 of data.32 Accordingly, IoT is a highly transformative
technology with significant growth potential in the coming years.

Maintaining Privacy and Security in the Era of Smart Devices, 86 FORDHAM L. REV. 2511, 2519
(2018).
23

Posadas, Jr., supra note 13, at 76±77.
See, e.g., Robin Kester, Demystifying the Internet of Things: Industry Impact,
Standardization Problems, and Legal Considerations, 8 ELON L. REV. 205, 211±12 (2016).
25
See
How
IoT
Is
Revolutionizing
Medical
Device
Service,
NGPX,
https://patientexperience.wbresearch.com/blog/iot-is-revolutionizing-medical-device-service (last
visited Sept. 6, 2021).
24

43709-wva_124-1 Sheet No. 8 Side B

26

Poudel, supra note 5, at 1009.
In 2008, the number of Internet-connected devices outpaced the human population for the
first time ³and that number continues to grow faster than the human population.´ PRESIDENT¶S
NAT¶L SEC. TELECOMMS. ADVISORY COMM., supra note 2, at 1.
27

28
29

Maayan, supra note 14.
Id.

30

https://researchrepository.wvu.edu/wvlr/vol124/iss1/4
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Id.
A zettabyte is ³a measure of storage capacity and is 2 to the 70th power bytes, also expressed
as 1021 (1,000,000,000,000,000,000,000 bytes) or 1 sextillion bytes.´ Thomas Barnett, Jr., The
Zettabyte Era Officially Begins (How Much Is That?), CISCO BLOGS (Sept. 9, 2016),
https://blogs.cisco.com/sp/the-zettabyte-era-officially-begins-how-much-is-that.
Stated
differently, one zettabyte ³is approximately equal to a thousand Exabytes, a billion Terabytes, or a
trillion Gigabytes.´ Id.
32
Maayan, supra note 14; Robinson, supra note 4, at 7±8.
31
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B. Harms Associated with IoT
While IoT is routinely advertised as simplifying and automating the
human lifestyle, it poses significant risks and challenges that must be addressed.
These risks include algorithmic discrimination, privacy and security breaches,
and the potential for physical and financial harm.33 As these risks of harm
increasingly materialize in real-life cases, the potential for IoT liability will grow
substantially.34
First, IoT devices have come under fire recently due to their potential
discriminatory impacts. Given the significant troves of data that IoT devices
collect,35 the IoT industry commonly employs data algorithms that analyze, sort,
and draw inferences from large, complex data sets or volumes.36 Combined with
big data and machine leaning analytics, these inferences from millions of discrete
data points can provide ³absolute transparency about each person´37 by revealing
unexpected insights into human ³habits, predilections, and personalities.´38 Such

43709-wva_124-1 Sheet No. 9 Side A

33
Williams, supra note 20, at 16; Peppet, supra note 4, at 117±18; Brill & Jones, supra note
9, at 1199; Poudel, supra note 5, at 1014-16; see also Jane E. Kirtley & Scott Memmel, Rewriting
the “Book of the Machine”: Regulatory and Liability Issues for the Internet of Things, 19 MINN.
J.L. SCI. & TECH. 455, 461±62 (2018) (explaining that the FTC has identified three potential threats
to consumers from use of IoT devices: (1) access and misuse of personal information by hackers;
(2) the ability to facilitate attacks on other networks and systems; and (3) risks to physical safety);
Rebecca Crootof, The Internet of Torts: Expanding Civil Liability Standards to Address Corporate
Remote Interference, 69 DUKE L.J. 583, 588±89 (2019) (identifying potential causes of harm
associated with IoT device malfunctions and hacks); see also McMahon, supra note 22, at 2520±
21.
34
See, e.g., Kubicki ex rel. Kubicki v. Medtronic, Inc., 293 F. Supp. 3d 129, 141 (D.D.C.
2018) (granting in part and denying in part summary judgment after a minor¶s parents brought
action claiming that her insulin pump malfunctioned and delivered excess insulin, causing her to
go into hypoglycemic shock and suffer a traumatic brain injury); Fed. Trade Comm¶n v. D-Link
Sys., Inc., No. 3:17-CV-00039-JD, 2017 WL 4150873, at *1 (N.D. Cal. Sept. 19, 2017) (dismissing
without prejudice claims brought by the Federal Trade Commission against a manufacturer of
smart home devices, including baby monitors and security cameras, for inadequate data privacy
standards); Thomas v. Barrios, 2016-0587, 2017 WL 658244 (La. App. 1 Cir. Feb. 17, 2017)
(affirming dismissal of medical malpractice claim arising from pacemaker insertion procedure);
see generally Complaint, LeMay v. Ring, LLC, 2:20-CV-00074 (C.D. Cal. Jan. 3, 2020) (alleging
negligence, among other claims, against the manufacturer of smart doorbells and security systems
after class action plaintiffs faced repeated security and hacking issues with the devices).
35
Poudel, supra note 5, at 1013; Paez & La Marca, supra note 7, at 37 (predicting that IoT
devices ³will enable the collection of unparalleled amounts of data´).
36
Paez & La Marca, supra note 7, at 39; Davenport, supra note 8, at 268.
37

Davenport, supra note 8, at 270.
Peppet, supra note 4, at 90; see also Paez & La Marca, supra note 7, at 38 (expressing
concern that IoT data collection ³can lead to behavioral profiling by revealing sensitive patterns,
habits, preferences, physical conditions and other information about a unique individual over
time´); Poudel, supra note 5, at 1014 (³IoT data largely breaks down the distinction between
personal and nonpersonal information . . . . [S]ensor data can enable someone with knowledge of
38
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revelations not only strip individuals of their privacy and sense of ownership over
deeply personal aspects of their lives but can also result in illegal and
discriminatory categorization and differentiation of consumers.39 This could
result in new forms of discrimination when seemingly innocuous sensor data is
combined with protected class information.40
In addition to discrimination, privacy and security concerns also abound
within the IoT market.41 While such concerns are not necessarily novel to the IoT
space, the risks they pose are heightened due to the constantly interconnected
nature of IoT devices.42 Hacking and unauthorized access to data are two of the
most important risks.43 Given the number of sensor-connected devices, data is
often transmitted across unsecure networks and may be stored on relatively
insecure platforms.44 Sophisticated hackers may easily be able to access a
network over which data is transferred and intercept personal and sensitive
information.45 Alternatively, poor network security may offer a hacker access to
all devices linked within that network, including the data on each device.46 This
results in the theft of data by unintended third parties, undermining the
consumer¶s right to privacy.47

certain attributes of a person to identify them, even without their personally identifiable
information . . . ´); Davenport, supra note 8, at 268.
39
Peppet, supra note 4, at 93, 117±18, 148; Williams, supra note 20, at 16 (³It has been
predicted that the infinite data collected about us through our connected devices will, in the near
future, be sought by employers, banks, and insurance companies in order to make inferences about
employment potential, creditworthiness, and health.´); see also Paez & La Marca, supra note 7, at
39; Ly, supra note 22, at 546; McMahon, supra note 22, at 2514, 2520±21.
40

Peppet, supra note 4, at 118; Davenport, supra note 8, at 268.
PRESIDENT¶S NAT¶L SEC. TELECOMMNS. ADVISORY COMM., supra note 2, at 5±6; Gorman,
supra note 7.
42
See Paez & La Marca, supra note 7, at 37 (explaining that ³the traditional privacy risks
inherent to Internet-based technology are simply amplified by the nature of the IoT´).
43
PRESIDENT¶S NAT¶L SEC. TELECOMMNS. ADVISORY COMM., supra note 1, at 5±6; Gorman,
supra note 7; Doug Olenick, IoT Liability: Legal Issues Abound, SC MEDIA (Mar. 30, 2017),
https://www.scmagazine.com/news/iot/iot-liability-legal-issues-abound (explaining that ³[t]he
mountain of evidence available proving Internet of Things (IoT) devices are not only vulnerable,
but being regularly hacked might be tall enough to scare off the most intrepid mountain climber´).
44
45

43709-wva_124-1 Sheet No. 9 Side B

41

See generally Davenport, supra note 8, at 274; Shackelford, supra note 14, at 728±29.
See Gorman, supra note 7.

46
Posadas, Jr., supra note 13, at 98±99 (³[I]f one device connected to your home network is
inadequately protected, a hacker could use that device to breach your entire network, and thereby
compromise other IoT and non-IoT devices connected to the same network, like laptops and
cellphones.´); Kirtley & Memmel, supra note 33, at 461±62.

Kirtley & Memmel, supra note 33, at 500; Paez & La Marca, supra note 7, at 39±40; see
FTC, INTERNET OF THINGS: PRIVACY & SECURITY IN A CONNECTED WORLD 10±11 (Jan. 2015),
https://www.ftc.gov/system/files/documents/reports/federal-trade-commission-staff-reportnovember-2013-workshop-entitled-internet-things-privacy/150127iotrpt.pdf; Untangling the Web
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Exacerbating this problem is the lack of security safeguards and
protocols embedded within modern IoT devices. The IoT industry currently
suffers from a lack of formal regulation with few laws governing how IoT
devices are developed or how IoT data is used, collected, or accessed.48 Because
of this, IoT device manufacturers often engage in a ³race to market,´ in which
they attempt to develop and sell their devices rapidly to outpace competitors.49
Unfortunately, this approach precludes IoT manufacturers from always
prioritizing the security of their device¶s code.50 Indeed, by some estimates,
software programmers typically make 10±50 errors for every 1,000 lines of
code.51 Careful checking of the code, however, can substantially decrease the
error rate to 0.5 errors per 1,000 lines of code,52 but no legal structure exists yet
to incentivize safer coding in IoT devices.53 In fact, most consumers of IoT
products lack intelligible and comprehensive information about IoT device
safety in order to evaluate and differentiate the devices based on their security
features.54
The inherent insecurities in IoT device codes not only permit hackers to
steal sensitive personal data, but they also create opportunities for serious device
malfunctions and hijacks.55 While some device malfunctions may merely be
annoying (e.g., loss of fitness data from a wearable device), others can be lifethreatening. For example, if an IoT medical device²like a pacemaker,
defibrillator, or drug infusion pump²malfunctions, it could cause significant

43709-wva_124-1 Sheet No. 10 Side A

of Liability in the Internet of Things, MASON HAYES & CURRAN: TECH L. BLOG (May 19, 2016),
https://www.mhc.ie/latest/blog/untangling-the-web-of-liability-in-the-internet-of-things.
48
See Posadas, Jr., supra note 13, at 78 (explaining that there is ³little IoT developer oversight´
and the fast pace of technology ³erod[es] federal regulations before they have even been
established´).
49
Crootof, supra note 33, at 608; see Posadas, Jr., supra note 13, at 77 (³IoT developers are
rushing their devices to market before properly ensuring that their devices are stable and secure.´).
50

See Crootof, supra note 33, at 608.
Benjamin C. Dean, An Exploration of Strict Products Liability and the Internet of Things,
CTR. FOR DEMOCRACY & TECH. 1, 7 (Apr. 2018), https://cdt.org/files/2018/04/2018-04-16-IoTStrict-Products-Liability-FNL.pdf.
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Id.
Williams, supra note 20, at 15; see DEAN, supra note 51, at 3 (attributing ³the absence of
certain cyber security measures [in IoT devices] to weak economic incentives´); Paez & La Marca,
supra note 7, at 52±53; Shaun Waterman, Flood of Lawsuits May Define IoT Cybersecurity
Standards, CYBERSCOOP (Nov. 1, 2016), https://www.cyberscoop.com/lawsuits-iot-cybersecuritystandards/ (noting that ³[i]ncentives are generally a problem in the IoT ecosystem´); see generally
LeBlanc, supra note 10, at 946±47.
54
See Crootof, supra note 33, at 639 (³[C]onsumers cannot accurately judge which IoT
devices and contracts are safer and therefore cannot make informed choices when selecting among
products.´); Julie A. Steinberg, Fifty Billion Connected Devices Bring Tort, Software Law Clash,
BNA (Feb. 26, 2016), https://www.bna.com/fifty-billion-connected-n57982067832/.
55
See Gorman, supra note 7.
53
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bodily harm or even death.56 In addition to malfunctioning, these life-saving IoT
devices could be hijacked and remotely controlled by unintended third parties
who may send improper drug dosages (such as insulin) to a patient or send
improper electrical shocks to a patient¶s heart.57 Similarly, a hijacker may alter
medical records or imaging results, such that a physician misdiagnoses a patient
and either administers unnecessary care or fails to prescribe necessary medical
intervention.58 Thus, while IoT has infiltrated nearly every aspect of human life,
it has done so without a corresponding emphasis on consumer safety and
security.
C. Limited Regulatory Oversight and Dysfunctional Litigation Strategies
for IoT
The harms presented by IoT devices will eventually set the stage for
widespread litigation as consumers seek to hold IoT manufacturers liable for
faulty products that cause injury. Such litigation will raise several problems.
First, no regulatory body has conclusive jurisdiction and authority over the IoT
industry.59 Second, no federal IoT legislation currently exists primarily due to
fear that it would stifle an industry that is still in its infancy.60 As a direct result,
IoT consumers and creators have no choice but to seek recourse for IoT injuries
among the head-spinning patchwork of disparate federal and state statutes and
regulations and the causes of action arising under them.61 This means that most
IoT device claims will be litigated through courts of general jurisdiction using
causes of action that are ill-suited to the unique structure of the IoT industry.
This, in turn, could create unfair and unjust outcomes for both consumers and
device manufacturers. Perhaps more importantly, this confusing framework
could also imperil public safety, impede innovation, and contravene sound public
policy. This section explores the current regulatory structure governing IoT
43709-wva_124-1 Sheet No. 10 Side B

56
See PRESIDENT¶S NAT¶L SEC. TELECOMMS. ADVISORY COMM., supra note 2, at 5; Paez & La
Marca, supra note 7, at 48; see generally Gorman, supra note 7.
57
Williams, supra note 20, at 14±15.
58
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Id. at 15.
See Paez & La Marca, supra note 7, at 40.
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60
See Robinson, supra note 4, at 4 (³As a new industry, the IoT is expected to govern itself
because policymakers are wary of stifling the growth of something which has implications and
underpinnings that they do not fully understand.´); Poudel, supra note 5, at 1016 (noting that the
Federal Trade Commission opposes IoT-specific legislation because ³the IoT industry is still at an
early stage with great potential for innovation´); Melissa W. Bailey, Note, Seduction by
Technology: Why Consumers Opt Out of Privacy by Buying into the Internet of Things, 94 TEX. L.
REV. 1023, 1032 (2016) (noting that Congress has rejected the idea of federal IoT legislation to
ensure that IoT ³has room to develop´); Matthew Ashton, Note, Debugging the Real World: Robust
Criminal Prosecution in the Internet of Things, 59 ARIZ. L. REV. 805, 834 (2017).
61
Poston et al., supra note 11.
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devices and analyzes whether existing liability doctrines adequately serve the
public interest.
1. Concerns with the Existing IoT Regulatory Framework and
Judicial Causes of Action
From the standpoint of consumer protection, consumers often rely on
one of two avenues to hold device manufacturers accountable for their products
and corresponding promises. The first avenue consumers may elect is filing a
complaint with a government agency. Upon receipt of the complaint, the agency
investigates the consumer¶s allegations to determine if the perceived misconduct
contravenes federal or state law. A finding of misconduct may allow the agency
to impose substantial fines on device manufacturers or mandate corrective action
to prevent future misconduct. In the IoT industry, however, the patchwork nature
of privacy and cybersecurity prevents any one federal or state agency from
having direct control and authority over the entire IoT industry.62 The lack of a
unified government body to resolve IoT claims necessarily means that such
harms will be resolved on an industry-by-industry basis with lack of uniformity.63
For instance, harms originating from IoT medical devices will need to be
investigated and remedied by the Department of Health and Human Services
(³HHS´), including the Food and Drug Administration (³FDA´),64 whereas
children¶s privacy harms linked to IoT devices will be separately regulated by

62
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See Paez & La Marca, supra note 7, at 40; see also Davenport, supra note 8, at 293; Kirtley
& Memmel, supra note 33, at 492; Posadas, Jr., supra note 13, at 91; Crystal N. Skelton, FTC Data
Security Enforcement: Analyzing the Past, Present, and Future, 25 COMPETITION: J. ANTITRUST,
UCL & PRIV. SEC. STATE BAR CAL. 305, 306 (2016).
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63
It is important to note that while the FTC has taken a visible role in the regulation of IoT
devices to date, it has not been designated the centralized IoT authority. The FTC¶s enforcement
authority under the FTC Act is limited to prosecuting ³unfair or deceptive acts or practices.´ See
A Brief Overview of the Federal Trade Commission’s Investigative, Law Enforcement, and
Rulemaking Authority, FTC (May 2021), https://www.ftc.gov/about-ftc/what-we-do/enforcementauthority (quoting Federal Trade Commission Act, 15 U.S.C.A. § 57b-1 (West 2021)). The typical
circumstance in which this arises is where an IoT manufacturer represents its devices as having
specific privacy or security protections in place, and such features do not exist. Alternatively, an
IoT company may advertise in its privacy policy that consumer data is protected and not shared
with third parties, when in fact the company sells data to a third-party broker. To the extent an IoT
manufacturer¶s product malfunctions or exposes data in a manner that does not involve deception
or unfair practices, the FTC lacks the authority to prosecute these companies. And even if the FTC
does prosecute, the body of precedent that develops as a result will not be controlling on other
agencies or courts resolving IoT cases, which leads to non-uniformity and a lack of predictability
in IoT law.
64
See Medical Device Cybersecurity: What You Need to Know, FDA,
https://www.fda.gov/consumers/consumer-updates/medical-device-cybersecurity-what-you-needknow (last visited Sept. 7, 2021).
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the Federal Trade Commission (³FTC´).65 While inter-agency cooperation may
theoretically be possible to achieve consistency and uniformity, such an outcome
is unlikely given the heavy dockets each agency manages and the distinct
legislative authority and power afforded to each agency. Without a centralized
IoT agency, this method of remediation and redress will be largely unsuccessful
for consumers.
Further compounding this problem is the current lack of comprehensive
IoT legislation.66 Even if consumers were to seek redress at the agency level,
they would primarily rely on the protections granted by ³older, untailored federal
regulations or by individualized state regulations.´67 Circling back to the
previous example, IoT medical device claims would be largely analyzed under
the Health Insurance Portability and Accountability Act (³HIPAA´) and its
accompanying Privacy and Security Rules, which were not crafted with IoT in
mind.68 Indeed, the HIPAA Privacy and Security Rules were published years
before IoT was recognized as an emerging technology. Further, depending on
their use and construction, IoT medical devices may be subject to FDA
cybersecurity guidance; however, this guidance is voluntary and non-binding.69
While state laws have tried to bridge the gaps between technology and regulation,
such statutes do not necessarily cover sensor data from IoT devices or address
harms that arise outside the privacy and security contexts (or even all of the
harms that arise within the privacy and security contexts).70 Further, state laws
are inevitably limited in their jurisdictional reach, which can result in conflicting
obligations for IoT manufacturers that operate in more than one jurisdiction.71
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Children’s Privacy, FTC, https://www.ftc.gov/tips-advice/business-center/privacy-andsecurity/children%27s-privacy (last visited Sept. 7, 2021).
66
Paez & La Marca, supra note 7, at 40; Skelton, supra note 62, at 305; Smith, supra note 6,
at 864; McMahon, supra note 22, at 2537±38.
67
Bailey, supra note 60, at 1031±32; see generally Smith, supra note 6, at 865 (explaining
that until federal IoT legislation is enacted, agencies must ³rely on existing laws to hold IoT
companies liable for any harm to consumers´).
68
See HIPAA Privacy and Security for Beginners, WILEY: NEWSLS. (July 2014),
https://www.wiley.law/newsletter-5029. In particular, HIPAA only applies to ³protected health
information´ stored, created, or otherwise handled by ³covered entities´ or their ³business
associates.´ See 45 C.F.R. § 164.502 (2021). The majority of IoT developers and app creators
currently fall outside the regulatory bounds of HIPAA. Nicolas P. Terry, Will the Internet of Things
Transform Healthcare?, 19 VAND. J. ENT. & TECH. L. 327, 338±39 (2016).
69
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See, e.g., FDA, POSTMARKET MANAGEMENT OF CYBERSECURITY IN MEDICAL DEVICES:
GUIDANCE FOR INDUSTRY AND FOOD AND DRUG ADMINISTRATION STAFF (Dec. 28, 2016),
https://www.fda.gov/media/95862/download.
70
Posadas, Jr., supra note 13, at 91; Bailey, supra note 60, at 1032; see also Ashley Thomas,
States Take the Lead on Securing the Internet of Things, LAW.COM (Apr. 21, 2020),
https://www.law.com/legaltechnews/2020/04/21/states-take-the-lead-on-securing-the-internet-ofthings/.
71
See Skelton, supra note 62, at 306; Davenport, supra note 8, at 293.
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Accordingly, these types of sectoral and state laws, while broad enough to govern
the privacy and security aspects of digital devices generally, do little to prescribe
workable liability standards and structures outside of this context.72
The second avenue consumers may use to remedy harms from IoT
devices is traditional litigation, often in state court. This approach requires
consumers to first identify a workable cause of action for their harm, which, for
IoT devices, will typically be either contractual liability (including breach of
warranty) or traditional tort liability, including products liability and privacy
causes of action.73 However, the application of existing causes of action to IoT
harms is akin to fitting a square peg in a round hole.74 Contractual remedies for
consumer harms are often ineffective and largely unavailable in the IoT context
due to the presence of end-user agreements that limit or disclaim manufacturer
liability and warranties.75 Further, products liability and tort lawsuits face
substantial weakness on several fronts, including (1) the economic loss doctrine,
which prevents tort claims based purely on monetary loss;76 (2) the blurred
distinction between whether IoT devices are ³products´ or ³services´ limits
available causes of action depending on the device¶s classification;77 (3)
consumers¶ inability to precisely identify missing safety features; (4) the lengthy
supply chain, which makes it difficult to properly apportion liability;78 (5) the
presence of hackers or third parties as an intervening cause of the injury;79 (6)
the lack of safer products or alternative designs on the market, given the inherent
72
73

See generally Paez & La Marca, supra note 7, at 40.
See Crootof, supra note 33, at 589±90.

74
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See id. at 590±91, 610±11 (noting that ³our current civil liability system is ill-equipped to
address this new vector for harm´ and that ³[n]one of the products liability standards map well
onto those situations´); see also John Daley, Note, Insecure Software Is Eating the World:
Promoting Cybersecurity in an Age of Ubiquitous Software-Embedded Systems, 19 STAN. TECH.
L. REV. 533, 536 (2016); Dylan LeValley, Autonomous Vehicle Liability—Application of Common
Carrier Liability, 36 SEATTLE U. L. REV. SUPRA 5, 6 (2013).
75
Kirtley & Memmel, supra note 33, at 507 (confirming that end user license agreements
³allow manufacturers to disclaim most, if not all, liability for damages incurred by the usage of
IoT products,´making it ³very difficult, if not impossible, for consumers to claim compensation
when products fail . . . or damages occur´); Dawn Beery & Kevin Burns, New Questions in a New
World: The Application of Traditional Product Liability Law to Emerging Technologies, 60 No. 4,
FOR THE DEF. 54 (Apr. 2018).
76

Beery & Burns, supra note 75; Alan Butler, Products Liability and the Internet of (Insecure)
Things: Should Manufacturers Be Liable for Damage Caused by Hacked Devices?, 50 U. MICH.
J.L. REFORM 913, 915, 919±21 (2017).
77
Paez & La Marca, supra note 7, at 57; Beery & Burns, supra note 75.
78
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Kirtley & Memmel, supra note 33, at 508; Liability and IoT Devices—A Legal Can of
Worms, DATA FOUNDRY (May 15, 2018), https://www.datafoundry.com/blog/liability-iot-deviceslegal-can-worms.
79
Crootof, supra note 33, at 591, 623 (identifying the ³tenuous´ causal chain for IoT devices,
particularly in the context of corporate remote interference); Beery & Burns, supra note 75; Butler,
supra note 76, at 915.
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vulnerabilities and errors in IoT device codes and the rapid evolution of IoT
products;80 and (7) the lack of uniform standards, including standards of care, for
IoT manufacturers.81 Similarly, privacy-based lawsuits have failed recently due
to a lack of certain, tangible harm, given that privacy and data breaches often
involve speculative future harm. As a result, most IoT claims do not lend
themselves to existing causes of action, which impedes consumers¶ recovery for
real and tangible harms.
2. The Path Forward for IoT Litigation
Despite the less-than-ideal circumstances surrounding IoT regulation
and litigation today, a workable path forward for consumers can be forged with
help from both the federal government and the private sector. This path
necessitates that the federal government first pass comprehensive IoT legislation
providing clear standards and expectations for the IoT industry. Following
passage of this legislation, the next step, which is the focus of this Article, is to
establish an efficient judicial framework for resolution of IoT cases. This section
first proceeds by discussing current progress on IoT legislation and then details
the need for a separate judicial body to resolve IoT claims.
i.

Federal IoT Legislation

43709-wva_124-1 Sheet No. 12 Side B

To facilitate consumer recovery for harms resulting from IoT devices,
the federal government must establish comprehensive, uniform, and clear
standards for the IoT industry.82 Such standards should be created through federal
IoT legislation to enhance predictability and compliance. Presently, the IoT
industry operates pursuant to self-regulation and voluntary standards, with little
enforceability or legal consequences for failure to adopt best practice
recommendations.83 The primary rationale for the lack of federal IoT legislation
to date has been the need to encourage growth within the IoT industry and not
stifle an economic sector that is still in its infancy.84 However, as the harms from
IoT devices become more readily apparent, federal legislators have started to
80

Paez & La Marca, supra note 7, at 59; Crootof, supra note 33, at 624±25; see also Beery &
Burns, supra note 75.
81

Crootof, supra note 33, at 627±31; Beery & Burns, supra note 75; see Butler, supra note
76, at 927.
82

84

See Davenport, supra note 8, at 277; Poudel, supra note 5, at 1016; Robinson, supra note 4,

at 30.
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See Kirtley & Memmel, supra note 33, at 471 (Both the federal government and private
companies have started to undertake ³stronger measures to address the security and privacy issues
related to IoT devices.´ Indeed, ³experts have called on the federal government, including federal
agencies and Congress, to take a more active role in coordinating security standards´); Smith,
supra note 6, at 858, 874.
83
McMahon, supra note 22, at 2527±28.
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introduce IoT legislation with the goal of asserting a baseline level of control
over the IoT Wild West.
One of the first memorable attempts at federal IoT legislation was the
Security and Privacy in Your Car (³SPY Car´) Act. Introduced in 2015 and again
in 2017 and 2019 by Senator Edward J. Markey, the SPY Car Act legislation
directed the creation of federal standards to secure automobiles and enhance
drivers¶ privacy.85 Pursuant to this legislation, drivers would not only receive
notice of what types of data their motor vehicle was collecting (including how
that data was transmitted and used) but would also have access to a rating system
to inform them about how well their vehicle protects their data and privacy.86
Similarly, in 2017, Senator Markey and Congressman Ted W. Lieu introduced
bicameral legislation known as the Cyber Shield Act to create a voluntary
cybersecurity certification program for IoT devices.87 While the bill did not pass
in the 2017±18 congressional session, its representatives reintroduced the bill for
consideration in 2019.88 Comparably, in the medical field, congressional
representatives introduced the Internet of Medical Things Resilience Partnership
Act in the U.S. House of Representatives in 2017.89 This bill sought to create a
public-private stakeholder partnership tasked with developing a workable
cybersecurity framework for medical device manufacturers.90 While the bill
initially showed promise, it died without receiving a vote.91
Most recently, the IoT Cybersecurity Improvement Act was signed into
law at the end of 2020.92 This bipartisan legislation is the first major step towards
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85
Press Release, Senators Markey and Blumenthal Reintroduce Legislation to Protect
Cybersecurity
on
Aircrafts
and
in
Cars
(July
19,
2019),
https://www.markey.senate.gov/news/press-releases/senators-markey-and-blumenthalreintroduce-legislation-to-protect-cybersecurity-on-aircrafts-and-in-cars; Cate Lawrence, The
Insecurity of Things: A Brief History of US IoT Cybersecurity Legislation (Part 2), DZONE (Nov.
28, 2018), https://dzone.com/articles/the-insecurity-of-things-a-brief-history-of-us-iot.
86

Security and Privacy in Your Car Act of 2019, S. 2182, 116th Cong. §§ 4(a), 3(a).
Cyber Shield Act of 2017, S. 2020, 115th Cong.; Cyber Shield Act of 2017, H.R. 4163,
115th Cong.
88
Cyber Shield Act of 2019, H.R. 4792, 116th Cong.; Press Release, Ted Lieu: Congressman
for California¶s 33rd District, Rep Lieu and Sen Markey Reintroduce Bill to Improve
Cybersecurity of Internet of Things Technology (Oct. 22, 2019), https://lieu.house.gov/mediacenter/press-releases/rep-lieu-and-sen-markey-reintroduce-bill-improve-cybersecurity-internet.
89
Internet of Medical Things Resilience Partnership Act of 2017, H.R. 3985, 115th Cong.
87

90

91
92

H.R. 3985.
IoT Cybersecurity Improvement Act, Pub. L. No. 116-207, 134 Stat. 1001 (2020).
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comprehensive IoT regulation. Specifically, the IoT Cybersecurity Improvement
Act aims to address inadequate cybersecurity standards within the supply chain
for IoT devices purchased by the federal government.93 The legislation calls upon
the National Institute of Standards and Technology (³NIST´) to develop and
publish guidelines and recommendations for the use and management of IoT
devices by the federal government, including minimum information security
requirements.94 Under the IoT Cybersecurity Improvement Act, government
agencies are prohibited from using or procuring any IoT devices that do not
satisfy these minimum requirements.95 Further, the legislation seeks guidance
and input from NIST and the Office of Management and Budget on existing
federal government information security policies and standards, and it requires
NIST to establish guidelines for reporting security vulnerabilities for IoT devices
and federal agency information systems.96 Coordinated vulnerability disclosure
programs, which are outside the scope of this Article, are also addressed in the
legislation.97 The passage of the IoT Cybersecurity Improvement Act signifies a
commitment from the federal government to regulating IoT, though this
legislation stops short of regulating all IoT devices in the industry, focusing
instead (and unsurprisingly) on a subset of IoT devices²those used by the
federal government.
These legislative actions and initiatives²whether successful or not²
demonstrate not only the need for comprehensive IoT regulations but also the
governmental interest in developing minimum security standards and holding
IoT developers accountable for their devices. While a lengthy discussion of the
substance, scope, and merits of proposed and future federal IoT legislation is
beyond the scope of this Article, it is clear that such legislation will continue to
evolve in the future and will be necessary to establish baseline IoT standards for
which consumers can hold developers and manufacturers accountable.
43709-wva_124-1 Sheet No. 13 Side B

ii.

Establishing an IoT-Specific Judicial Forum

Once Congress enacts the aforementioned legislation, which is likely to
occur in the foreseeable future, the next step is to determine where IoT claims
arising under such legislation will be litigated. The current problems posed by
the confusing regulatory structure and inadequate causes of action are
exacerbated by the general lack of technological expertise within judicial forums
that litigate IoT claims. Most judges lack the scientific and technical

93

Maria Henriquez, IoT Cybersecurity Improvement Act Signed into Law, SEC. MAG. (Dec. 9,
2020),
https://www.securitymagazine.com/articles/94123-iot-cybersecurity-improvement-actsigned-into-law.
94

96
97

Id.
Id.
Id.
Id.
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backgrounds to fully comprehend the complexities of IoT technology and
appropriately determine fault for product malfunctions in a hybrid good-service
device. Without an established body of law from which to evaluate IoT claims,
courts will be forced to determine fault on a case-by-case basis, developing IoT
liability structures in a haphazard and piecemeal fashion over many years.98
Rather than developing a cohesive body of IoT law, different courts will issue
different rulings for different reasons. Such an approach precludes uniformity
and predictability in the law and instead results in hastily developed liability
frameworks ill-suited for the collective, global IoT environment. With the IoT
industry still in its infancy, manufacturers and consumers need a primary body
of law from which their claims and products will be evaluated.
First, knowledge about topics like device and software engineering,
software programming, sensor development, and manufacturing will provide
immense benefits when deciding IoT matters, given their technological and
scientific complexity. One of the key features that sets IoT apart from products
in other industries is the lengthy supply chains supporting the design,
manufacture, shipping, and distribution of these devices.99 Unlike traditional
products, software vendors, licensors, and sensor manufacturers are ³critical
component part suppliers´ for IoT devices and are crucial for the strategic joint
venturing that must occur between technology entities and business
enterprises.100 As products break or malfunction, incident investigations will be
lengthy, detailed, and technical to determine where liability must be apportioned
among the supply chain.101 A reasonable understanding of the technology that
underlies IoT devices and the vulnerabilities associated with software code
would arguably better ensure efficient and just outcomes.
Second, permitting state and federal courts to individually and
independently determine IoT liability will create standards that lack consistency
43709-wva_124-1 Sheet No. 14 Side A

98

Salen Churi & Harrison Hawkes, Internet of Things (IoT) Risk Manager Checklist, UNIV.
CHICAGO
L.
SCH.
4,
https://www.aig.com/content/dam/aig/americacanada/us/documents/insights/aig-iot-us-checklist.pdf (last visited Oct. 10, 2021) (explaining that
there LV ³QR GHILQLWLYH OHJDO UHIHUHQFH RU FRQFLVH YROXPH RI UHJXODWLRQ´ on the topic of IoT);
Waterman, supra note 53; see also Juliana K. O¶Brien, Sensing a Change: The Impact of Integrated
Technology, FOR THE DEF. 62 (Apr. 2019) (stating that ³[l]itigation focused on smart products is
still a developing area of law,´ with ³relatively few written decisions´).
99
See Dean, supra note 51, at 12±13.
100
H. Michael O¶Brien, The Internet of Things and the Inevitable Collision with Products
Liability Part 2: One Step Closer, WILSON ELSER: PROD. LIAB. ADVOC. (July 15, 2015),
https://www.productliabilityadvocate.com/2015/07/the-internet-of-things-and-the-inevitablecollision-with-products-liability-part-2-one-step-closer/.
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101
See Dean, supra note 51, at 21 (³Clearly demarcating where liability or joint-liability lie as
these [IoT supply] chains evolve will be important if unnecessary and costly lawsuits are to be
avoided in the near future.´); Paez & La Marca, supra note 7, at 30 (³[B]ecause the IoT ecosystem
hinges on the interconnectivity of countless devices and participants, companies will need to
account for the legal rights and obligations of multiple stakeholders involved throughout a
product¶s entire lifecycle´).
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and predictability.102 Not only are one state¶s rulings not binding on another, but
also, to date, states have disagreed on foundational principles that are crucial to
IoT liability, including whether IoT¶s software components are a product, good,
or service.103 This baseline disagreement results in inherent variability in the way
UCC warranties, products liability, and other state doctrines are applied to IoT
devices. Such diverging viewpoints arbitrarily limit the causes of action
consumers²who suffer the same harm²can bring against IoT manufacturers
based solely on their jurisdiction.
Furthermore, courts have already diverged on the application of standing
principles to IoT claims.104 Today, most IoT and connected device cases (along
with other cyber and data breach actions) are stalled at the motion to dismiss
stage as courts debate whether the plaintiffs have standing to sue based on
unrealized risks of harm.105 While few cases have alleged actual harm from IoT
devices at this stage,106 such harm is expected to occur as IoT devices are
increasingly adopted.107 Such early disagreement²on a doctrine that has clear
and well-established guidelines²is indicative of the conflicting standards that
will inevitably develop for IoT liability as cases progress.
This divergence in the application of legal principles to evolving
technology creates unintended consequences that undermine justice. Without a
single judicial body to resolve these matters and produce a precedential body of
IoT law, some forums will naturally develop reputations as more plaintifffriendly or vice-versa. This, in turn, may prompt forum shopping, which distorts
justice by producing awards of relief based on the court system selected rather

102
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See Butler, supra note 76, at 927.
See Dean, supra note 51, at 17; see also Paez & La Marca, supra note 7, at 57 (describing
the software/good debate in the context of strict products liability).
104
Indeed, a circuit split exists between the United States Courts of Appeals for the Seventh
and Ninth Circuits regarding whether the risk of future harm from vulnerable IoT code is sufficient
to satisfy Article III standing requirements. Compare FCA US LLC v. Flynn, No. 18-8010 (7th
Cir. 2018), and FCA US LLC v. Flynn, No. 15-cv-0855, 2016 WL 5341749 (S.D. Ill. Sept. 23,
2016), with &DKHQY7R\RWD0RWRU&RUS)$SS¶[ WK&LU 
103

105
See Davenport, supra note 8, at 295; Poston et al., supra note 11, at 6; Paul Merrion,
Litigation Key to Securing Internet of Things, Capitol Hill Staffers Told, CQ ROLL CALL WASH.
DATA PRIV. BRIEFING (June 8, 2017), 2017 WL 2470487; see, e.g., Beyer v. Symantec Corp., No.
18-cv-02006, 2019 WL 935135, at *4 (N.D. Cal. Feb. 26, 2019) (denying standing where
consumers identified software vulnerabilities but failed to allege that there was an actual IoT device
malfunction).
106
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See Gorman, supra note 7 (explaining that while ³[t]here have been cases involving IoT
connected devices . . . the issue of standing (lack of actual harm) is the prevalent theme in these
cases´).
107
Paez & La Marca, supra note 7, at 58 (³The more we rely on smart devices for our own
decision-making, the greater the likelihood that a software defect could lead to massive damages
or bodily harm.´).
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than the merits of the case.108 Forum-shopping also creates substantial
uncertainty for companies and device manufacturers, who may not know which
standards will apply.109 Such uncertainty may lead not only to increased costs for
consumer products but also can inhibit IoT innovation by deterring otherwise
qualified manufacturers and innovators from entering the technology market.
Manufacturers will be unable to predict which liability standards will apply to
their devices and will be unable to adequately guard against or prevent unfettered
liability.
For these reasons, IoT device liability is best addressed and resolved
under IoT-specific federal legislation in a specialized federal judicial forum that,
taken together, can better promote uniformity, predictability, and fairness for IoT
consumers and creators alike. But which forum is most suitable for adjudicating
IoT claims? To determine this, Part III examines existing judicial models and
ultimately recommends that Congress statutorily create an OSM for IoT.
III.

EXPLORING EXISTING JUDICIAL MODELS

Federal specialty courts with statutorily vested jurisdiction over complex
civil matters are nothing new. Indeed, federal specialty courts already exist at
both the trial and appellate levels.110 Whether established pursuant to Article I or
Article III of the U.S. Constitution, these courts enjoy exclusive, nationwide
jurisdiction over specific subject matter.111 Some specialty courts like the U.S.
Court of Appeals for Veterans Claims strictly serve an appellate function, while
others like the United States Court of Federal Claims primarily serve as trial
courts, deciding cases in the first instance. Several of these specialty courts are
briefly described below.
A. U.S. Court of Appeals for the Federal Circuit
43709-wva_124-1 Sheet No. 15 Side A

The Federal Courts Improvement Act of 1982 established the United
States Court of Appeals for the Federal Circuit (³Federal Circuit´), which is an
Article III court established in 1982.112 The Federal Circuit merged (and

108

Note, Forum Shopping Reconsidered, 103 HARV. L. REV. 1677, 1680±84 (1990).
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Id. at 1692.
State specialty courts, such as the North Carolina Business Court, also exist but exceed the
scope of this Article.
111
Article I, Section 8 of the U.S. Constitution gives Congress the power to ³constitute
Tribunals inferior to the supreme Court.´ U.S. CONST. art. I, § 8. Section 1 of Article III of the U.S.
Constitution states that ³[t]he judicial power of the United States, shall be vested in one supreme
Court, and in such inferior Courts as the Congress may from time to time ordain and establish.´
U.S. CONST. art. III, § 1. See also Danshera Cords, Tax Court Appointments and Reappointments:
Improving the Process, 46 U. RICH. L. REV. 501, 510±11 (2012).
112
Federal Courts Improvement Act of 1982, Pub. L. No. 97-164, 96 Stat. 25.
110
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simultaneously replaced) the preexisting U.S. Court of Customs and Patent
Appeals and the U.S. Court of Claims.113 The Federal Circuit has twelve active
judicial seats114 and is located in Washington, D.C.115 As with all Article III
courts, Federal Circuit judges are appointed by the U.S. President and must be
confirmed by the Senate.116 To better ensure judicial autonomy, Federal Circuit
judges enjoy lifetime tenure, and their compensation cannot be reduced.117
However, like a U.S. President, they can be impeached for improper behavior.118
Unlike judges on most regional appellate circuits, all of the judges on the
Federal Circuit work in a single courthouse in Washington, D.C., which enables
them to enjoy a distinct collegiality comparable to that of the Supreme Court of
the United States and the U.S. Court of Appeals for the D.C. Circuit. The Federal
Circuit¶s jurisdiction is statutorily vested, meaning that it hinges on subject
matter rather than the geographical location of the district court from which the
appeal arises.119 For this reason, the Federal Circuit enjoys nationwide
jurisdiction over diverse matters involving sophisticated and complex issues
ranging from international trade and intellectual property to government
contracts and federal personnel matters.120 Specifically, the Federal Circuit hears
appeals arising from various Article I and Article III courts and tribunals,
including but not limited to the U.S. Court of Federal Claims, the U.S. Court of
Appeals for Veterans Claims, the Court of International Trade, and the U.S.
Board of Appeals and Interferences of the U.S. Patent and Trademark Office.121

113

Id.; see also U.S. Court of Customs and Patent Appeals, 1929-1982, FED. JUD. CTR.,
https://www.fjc.gov/history/courts/u.s.-court-customs-and-patent-appeals-1929-1982 (last visited
Sept. 7, 2021); U.S. Court of Appeals for the Federal Circuit, Legislative History, FED. JUD. CTR.,
https://www.fjc.gov/history/courts/u.s.-court-appeals-federal-circuit-legislative-history
(last
visited Sept. 7, 2021).
43709-wva_124-1 Sheet No. 15 Side B

114

Court Jurisdiction, U.S. CT. OF APPEALS FOR FED. CIR., http://www.cafc.uscourts.gov/thecourt/court-jurisdiction (last visited Sept. 7, 2021). The Court also has additional judges who are
on senior status. The Court sometimes experiences judicial vacancies due to the death or retirement
of a sitting judge.
115
116

Id.
Id.

117

Section I of Article III of the U.S. Constitution states that ³[t]he Judges, both of the supreme
and inferior Courts, shall hold their Offices during good Behaviour, and shall, at stated Times,
receive for their Services, a Compensation, which shall not be diminished during their Continuance
in Office.´ U.S. CONST. art. III, § 1.
118
119

Id.
Court Jurisdiction, supra note 114.

120

Id.
Id.; see, e.g., Brandt v. United States, 710 F.3d 1369 (Fed. Cir. 2013) (affirming the motion
to dismiss for lack of federal jurisdiction granted by the United States Court of Federal Claims);
Nippon Steel Corp. v. United States, 458 F.3d 1345, 1347 (Fed. Cir. 2006) (reversing the decision
from the United States Court of International Trade that held the ³domestic industry was not
materially injured´ by imports of metal sheets below fair value); In re Sullivan, 362 F.3d 1324
121
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Furthermore, the Federal Circuit has exclusive jurisdiction over appeals from
U.S. district courts arising in patent law unless the patent claim arose solely as a
defendant¶s counterclaim.122 A party who is displeased with the outcome at the
Federal Circuit has several avenues of recourse. The aggrieved party may file a
petition for panel rehearing, petition for en banc review, and/or file a petition for
certiorari with the U.S. Supreme Court.123
B. Court of International Trade
The U.S. Court of International Trade (³CIT´) is an Article III court
located in New York City.124 It was created by the Customs Courts Act of 1980
and currently has nine seats.125 Cases are generally heard by a single judge unless
the case involves a constitutional challenge to a statute or has significant
implications on the body of customs law.126 In those instances, a three-judge
panel will hear the case.127
The CIT¶s mission aims to ³[p]rovid[e] cost effective, courteous, and
timely service to those affected by the judicial process; [p]rovid[e] independent,
consistent, fair, and impartial interpretation and application of the customs and
international trade laws; and foster[] improvements in customs and international
trade law and practice and improvements in the administration of justice.´128 As
such, the CIT enjoys exclusive jurisdiction over cases involving international trade

43709-wva_124-1 Sheet No. 16 Side A

(Fed. Cir. 2004) (reviewing a decision from the Board of Patent Appeals and Interferences of the
United States Patent and Trademark Office for abuse of discretion and affirming the Board¶s
decision); Henley v. West, 212 F.3d 1255 (Fed. Cir. 2000) (vacating and remanding the United
States Court of Appeals for Veterans Claim¶s decision to dismiss because veteran appellant met
the low evidentiary threshold to establish ³a well-grounded claim´).
122
See Holmes Grp., Inc. v. Vornado Air Circulation Sys., Inc., 535 U.S. 826 (2002). A bill to
eliminate this situation, H.R. 2955, was proposed on June 16, 2005, in the 109th Congress, but
never passed. H.R. 2955, 109th Cong. (2005).
123

Federal Circuit rules disallow a petition for en banc review, standing alone; such a request
may only be brought in conjunction with a petition for panel rehearing. See FED. CIR. R. 35; FED.
CIR. R. 40.
124
About the Court, U.S. CT. OF INT¶L TRADE, https://www.cit.uscourts.gov/about-court (last
visited Sept. 7, 2021) [hereinafter About the Court, INT¶L TRADE].
125
Id.; U.S. Court of International Trade, 1980–Present, FED. JUD. CTR.,
https://www.fjc.gov/history/courts/u.s.-court-international-trade-1980-present (last visited Sept. 7,
2021).
126

128

About the Court, INT¶L TRADE, supra note 124.
Id.

Mission
Statement,
U.S.
CT.
OF
https://www.cit.uscourts.gov/mission-statement.
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and customs, including International Trade Commission disputes, anti-dumping
matters, and cases that involve countervailing duties.129
Like many specialty courts, the CIT possesses its own unique set of court
rules, although the Federal Rules of Civil Procedure remain persuasive in
interpreting those rules.130 An aggrieved party may file an appeal arising from a CIT
judgment at the Federal Circuit.131
C. U.S. Tax Court
The U.S. Tax Court is an Article I court with nineteen judges that is
based in Washington, D.C., but with trial courts across America.132 Although its
predecessor forums existed as early as the 1920s, the modern Tax Court was
established by the Tax Reform Act of 1969.133 The Tax Court has exclusive
jurisdiction over a subset of federal tax matters.134 It aims ³to provide a national
forum for the expeditious resolution of disputes between taxpayers and the
Internal Revenue Service that allows for careful consideration of the merits of
each case and ensures a uniform interpretation of the Internal Revenue Code.´135
For example, a taxpayer may dispute a tax before paying it in full.136 Among other
things, the Tax Court also has the authority to make certain types of declaratory

130
131
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129
Am. Cast Iron Pipe Co. v. United States, 399 F. Supp. 3d 1362 (Ct. Int¶l Trade 2019)
(granting American steel company plaintiffs¶ motion for a statutory injunction in part because the
domestic industry was threatened by the dumping of welded pipe from Korea into the U.S. market);
Guizhou Tyre Co. v. United States, 348 F. Supp. 3d 1261 (Ct. Int¶l Trade 2018) (considering the
appeal of Chinese tire companies against the Department of Commerce¶s countervailing duty order
on off-the-road tires); Siemens Energy, Inc. v. United States, 992 F. Supp. 2d 1315 (Ct. Int¶l Trade
2014) (upholding the International Trade Commission¶s determination in final injury
investigations against Chinese and Vietnamese importers).

About the Court, U.S. CT. OF INT¶L TRADE, supra note 124.
Id.

132

I.R.C. § 7441 (West 2021); see generally Cords, supra note 111; About the Court: History,
U.S. TAX CT. (June 18, 2020), https://www.ustaxcourt.gov/history.html ³The Tax Court is
composed of 19 presidentially appointed members. Trial sessions are conducted, and other work
of the Court is performed by those judges, by senior judges serving on recall, and by special trial
judges. Although the Court is physically located in Washington, D.C., the judges travel nationwide
to conduct trials in various designated places of trial.´ 
133
134

Tax Reform Act of 1969, Pub. L. No. 91-172, 87 Stat. 487.
Freytag v. Comm¶r of Internal Revenue, 501 U.S. 868, 891 (1991).

U.S. Tax Court, GPO: U.S. GOV¶T BOOKSTORE, https://bookstore.gpo.gov/agency/us-taxcourt (last visited Sept. 7, 2021).
136

See Gerald A. Kafka, Choice of Forum in Federal Civil Tax Litigation (Part 1), 25 NO. 2
PRAC. TAX LAW. 55 (Winter 2011); see also Hinck v. United States, 550 U.S. 501 (2007).
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judgments, order abatement of interest, award administrative and litigation costs,
etc.137
Because the Tax Court is an Article I court, its judges are each appointed
for a 15-year term.138 The President may remove them early, however, for
³inefficiency, neglect of duty, or malfeasance in office. . . ´139 When their
statutory term expires, they may take senior status, which among other things,
allows them to oversee a reduced caseload.140
D. U.S. Court of Appeals for Veterans Claims
The U.S. Court of Appeals for Veterans Claims (³CAVC´) is another
Article I federal court located in Washington, D.C.141 As of May 2020, the CAVC
had nine active judges each appointed by the President for 15-year terms.142
The CAVC was created to fairly and expeditiously adjudicate veterans¶
claims. As such, it enjoys ³exclusive jurisdiction to provide judicial review of
final decisions by the Board of Veterans¶ Appeals, an entity within the
Department of Veterans Affairs.´143 Specifically, the CAVC offers American
veterans ³an impartial judicial forum for review of administrative decisions by the
Board of Veterans¶ Appeals that are adverse to the veteran-appellant¶s claim of

137

See generally Boris Bittker, Martin McMahon, & Lawrence Zelenak, 51.03 Tax Court—
Organization and Jurisdiction, in FED. INC. TAX¶N OF INDIV. (2020).
138

Cords, supra note 111, at 509. While Article III judges enjoy a lifetime tenure with good
behavior, Article I judges serve for a term set by statute. U.S. CONST. art. III, art. I.
139
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I.R.C. § 7443(f) (West 2021); see also Cords, supra note 111, at 509.
I.R.C. § 7447. Senior status is akin to phased retirement. ABIGAIL L. PERDUE, THE ALLINCLUSIVE GUIDE TO JUDICIAL CLERKING 55 (West Academic Publishing, 2017).
141
About
the
Court,
U.S. CT. OF APPEALS FOR VETERANS CLAIMS,
http://www.uscourts.cavc.gov/about.php (last visited Sept. 7, 2021); History, U.S. CT. OF APPEALS
FOR VETERANS CLAIMS, https://www.uscourts.cavc.gov/history.php (last visited Sept. 7, 2021).
140

142
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About the Court, supra note 141.
U.S.
CT.
OF
APPEALS
FOR
VETERANS
CLAIMS,
http://www.uscourts.cavc.gov/index.php?fullsite=yes (last visited Sept. 7, 2021); see also 38
U.S.C.A. § 7252(a) (West 2021); Matthews v. Nicholson, 19 Vet. App. 202 (2005), aff’d, 176 Fed.
Appx. 110 (Fed. Cir. 2006); Seri v. Nicholson, 21 Vet. App. 441 (2007)7KH&RXUW¶VMXULVGLFWLRQ
GRHV KDYH OLPLWDWLRQV )RU LQVWDQFH LW ODFNV MXULVGLFWLRQ WR UHYLHZ WKH &KDLUPDQ¶V GHQLDO RI
UHFRQVLGHUDWLRQDEVHQWDQDSSHDOIURPD%RDUG¶VILQDOGHFLVLRQ See Mayer v. Brown, 37 F.3d 618
(Fed. Cir. 1994), rev’d on other grounds by Bailey v. West, 160 F.3d 1360 (Fed. Cir. 1998). Nor
may it review consideration by the Secretary of equitable relief under 38 U.S.C. § 503 or decisions
of the General Counsel of the Department of Veterans Affairs. See, e.g., Paralyzed Veterans of
Am. v. 6HF¶\ of Veterans Affs., 308 F.3d 1262 (Fed. Cir. 2002); McTighe v. Brown, 7 Vet. App.
29, 31 (Vet. App. 1994) ³The Court expresses no opinion as to the applicability of [38 U.S.C. §
503], which is a matter wholly within the discretion of the Secretary and is not reviewable by this
&RXUW´ 
143
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entitlement to benefits for service-connected disabilities, survivor benefits and other
benefits such as education payments and waiver of indebtedness. . . ´144
Because the CAVC is an appellate court, it does not hold trials or hear
testimony. Like other appellate courts, the CAVC decides each case based on the
parties¶ appellate briefing and the administrative record pending before it. It may
also hold oral argument in the case, if necessary. Final judgments of the CAVC may
be appealed to the Federal Circuit.145
E. U.S. Court of Federal Claims
The U.S. Court of Federal Claims (³CFC´) is an Article I court based in
Washington, D.C.146 The CFC was created in 1982 by the Federal Courts
Improvement Act, which granted nationwide jurisdiction over certain claims for
money damages against the federal government arising under the U.S.
Constitution, money-mandating federal statutes, executive regulations, or
contracts with the federal government.147 As former CFC Chief Judge Loren A.
Smith once noted, the CFC is ³the institutional scale that weighs the
government¶s actions against the standard measure of the law and helps make
concrete the spirit of the First Amendment¶s guarantee of the right µto petition
the Government for redress of grievances.¶´148
The CFC primarily serves a bench trial function. Because the CFC has
no juries, the presiding judge handles all aspects of the case from discovery to
damages.149 There are no magistrate judges within the CFC. Nor does the CFC
handle any criminal matters. Rather, CFC cases commonly include Fifth
Amendment takings, civilian and military pay claims, intellectual property, tax,
tribal claims, and various statutory claims against the United States.150 The CFC
43709-wva_124-1 Sheet No. 17 Side B
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U.S. CT. OF APPEALS FOR VETERANS CLAIMS, supra note 143.
Court
Process,
U.S.
CT.
OF
APPEALS
FOR
VETERANS
CLAIMS,
http://uscourts.cavc.gov/court_process.php (last visited Sept. 7, 2021).
146
The
People’s
Court,
U.S.
CT.
OF
FED.
CLAIMS,
https://www.uscfc.uscourts.gov/sites/default/files/USCFC%20Court%20History%20Brochure_1
_0.pdf (last visited Sept. 7, 2021).
145

147
About the Court, U.S. CT. OF FED. CLAIMS, https://www.uscfc.uscourts.gov/about-court (last
visited Sept. 7, 2021); 28 U.S.C.A. § 171(a) (West 2021) (³The court is declared to be a court
established under Article I of the Constitution of the United States.´); 28 U.S.C.A. § 1491(a)(1)
(³The United States Court of Federal Claims shall have jurisdiction to render judgment upon any
claim against the United States founded either upon the Constitution, or any Act of Congress or
any regulation of an executive department, or upon any express or implied contract with the United
States, or for liquidated or unliquidated damages in cases not sounding in tort . . . ´).
148
The People’s Court, supra note 146.

Id.
28 U.S.C.A. § 1491. With regard to some areas of law, the Court shares concurrent
jurisdiction with other courts. See, e.g., id. § 1491(b)(1) (³Both the Unite[d] States Court of Federal
Claims and the district courts of the United States shall have jurisdiction to render judgment on an
150
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has decided complex civil matters from issues arising from the Japanese
internment camps during World War II151 to the federal repository of civilian
spent nuclear fuel.152 Since 2001, the CFC has also had exclusive jurisdiction
over bid protest litigation, which arises when a party challenges the award of a
federal government contract.153 However, the CFC may not hear cases arising in
tort law, admiralty claims, or equitable claims.154
Interestingly, the CFC also serves an appellate function over motions for
review of decisions by the Office of Special Masters regarding vaccine-related
injuries.155 It also possesses ³the authority to act on congressional references of
legislative proposals for compensation of individual claims.´156
The CFC consists of 16 Article I judges who serve 15 year terms and
may then assume senior status.157 CFC judges are appointed by the President but
must be confirmed by the Senate.158 An appeal of a CFC judgment is heard by
the Federal Circuit.159

action by an interested party objecting to a solicitation by a Federal agency for bids or proposals
for a proposed contract or to a proposed award or the award of a contract or any alleged violation
of statute or regulation in connection with a procurement or a proposed procurement. Both
the United States Court of Federal Claims and the district courts of the United States shall have
jurisdiction to entertain such an action without regard to whether suit is instituted before or after
the contract is awarded.´); see also The People’s Court, supra note 146.
151
152

154
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The People’s Court, supra note 146.
Id.
Id.
Id.

155

Id.
Id. (citing 28 U.S.C.A. § 1492 (West 2021)) (³>E]ither House of Congress may refer a bill
to the Chief Judge of the court for an investigation and a report to Congress. A judge of the court
is assigned to act as the hearing officer and preside over the judicial proceedings. Then a threejudge review panel submits a report to Congress for its consideration and disposition of such claims
for compensation.´).
156

157
28 U.S.C.A. § 171(a) (³The President shall appoint, by and with the advice and consent of
the Senate, sixteen judges who shall constitute a court of record known as the United States Court
of Federal Claims.´). As of February 2021, there were 13 active judges and 11 senior judges.
Judges—Biographies, U.S. CT. OF FED. CLAIMS, https://www.uscfc.uscourts.gov/judicial-officers
(last visited Sept. 7, 2021). Due to vacancies, as of the Fall 2021, the CFC was comprised of 12
active judges and 12 judges who are on senior status.

28 U.S.C.A. § 171(a).
FED. CL. R. 58.1; see, e.g., Me. Cmty. Health Options v. United States, 140 S. Ct. 1308
(2020) (reversing and remanding the decision held by both the Court of Federal Claims and the
Federal Circuit to dismiss claims brought by health insurers against the United States).
159
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F. Office of Special Masters
The Office of Special Masters (³OSM´) is a unique decision-making
body situated within the U.S. Court of Federal Claims.160 As explained below,
the OSM exclusively handles matters involving allegations that a vaccine caused
an injury or death.
1. Vaccination Generally
A vaccine ³is a biological preparation that provides active acquired
immunity to a particular infectious disease [and] typically contains an agent that
resembles a disease-causing microorganism and is often made from weakened or
killed forms of the microbe, its toxins, or one of its surface proteins.´161
Vaccination refers to the process of being injected with a vaccine to inoculate
oneself against a disease.162
Vaccines work because humans have an immune system composed of
cells, organs, glands, and fluids that recognize germs that enter the body, called
antigens,163 and produce protein substances, called antibodies, to counter
them.164 In a biological phenomenon known as acquired immunity, these
antibodies disappear after destroying invading antigens, while the cells that
manufacture antibodies remain, becoming memory cells that will fight the same
antigen, even years later, if it attempts to re-infect the victim.165 Historically,
vaccines have worked by tricking our bodies into believing that they are under
attack, thereby triggering the production of antibodies that will protect us during
an actual infection.166 Although vaccines contain the same antigens that cause
diseases, vaccine antigens are either dead or greatly weakened.167 Thus, the
antigens are generally too weak to cause the disease but still strong enough to
43709-wva_124-1 Sheet No. 18 Side B

160

Vaccine Program Background, U.S. CT. OF FED. CLAIMS OFF. OF SPECIAL MASTERS,
https://www.uscfc.uscourts.gov/sites/default/files/vaccine_files/vaccine.background.2010.pdf
(last visited Sept. 7, 2021).
161
Vaccine, DORLAND¶S MEDICAL DICTIONARY (33rd ed. 2020).
162
163
164
165

Vaccination, DORLAND¶S MEDICAL DICTIONARY, supra note 161.
Antigens, DORLAND¶S MEDICAL DICTIONARY, supra note 161.
Antibodies, DORLAND¶S MEDICAL DICTIONARY, supra note 161.
Memory Cells, DORLAND¶S MEDICAL DICTIONARY, supra note 161.

167

How
Vaccines
Work,
PUBLICHEALTH,
https://www.publichealth.org/publicawareness/understanding-vaccines/vaccines-work/ (last visited Sept. 7, 2021).
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Understanding
How
Vaccines
Work,
CDC,
https://www.cdc.gov/vaccines/hcp/conversations/understanding-vacc-work.html (last visited Sept.
   ³Vaccines help develop immunity by imitating an infection. This type of infection,
however, almost never causes illness, but it does cause the immune system to produce Tlymphocytes and antibodies. Sometimes, after getting a vaccine, the imitation infection can cause
PLQRUV\PSWRPVVXFKDVIHYHU´ 
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trigger our immune system to produce antibodies that will prevent subsequent
infection.168
Individual decisions to undergo vaccination dramatically impact public
health because of something known as herd immunity. Herd immunity occurs
when the wide-scale vaccination of a large portion of the population (or herd)
protects individuals without immunity, such as people who are unable to be
vaccinated for medical or religious reasons.169 Herd immunity is achieved once
a certain percentage of people are protected against a virus through vaccination
or natural immunity, making it difficult for a disease to spread because there are
so few susceptible people left to infect.170 For this reason, herd immunity can
decrease the spread of the disease in the community. Herd immunity is
particularly crucial for protecting people who cannot be vaccinated, such as
children who are too young to be vaccinated, people with immune system
disorders, and those who are immunocompromised or otherwise too ill to safely
receive vaccines (e.g., some cancer patients). The proportion of the population
that must be immunized in order to achieve herd immunity varies for each
disease, but the underlying idea is simple: once enough people are protected,
their collective immunity helps to protect vulnerable members of their
communities by reducing community spread of the disease.171 For this reason,
legislation mandating widespread vaccination, particularly for school children
and healthcare workers, is necessary to safeguard public health, eliminate or
drastically reduce the incidence of serious, sometimes fatal, diseases, reduce
mortality rates, and sustain population growth.172

168

Id.
What Is Herd Immunity, VACCINES TODAY, https://www.vaccinestoday.eu/stories/what-isherd-immunity/ (last visited Aug. 18, 2021).
170
Id.
169
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State Vaccination Requirements, CTRS. FOR DISEASE CONTROL & PREVENTION,
https://www.cdc.gov/vaccines/imz-managers/laws/state-reqs.html (last visited Sept. 7, 2021).
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171
But see Kapil Kumar Bhanot, What Defines a Public Health Emergency? An Analysis of the
Strategic National Stockpile and the National Childhood Vaccine Injury Act: The Need for
Prevention of Nonterror National Medical Emergencies, 21 J. CONTEMP. HEALTH L. & POL¶Y 137,
159±60 (Winter 2004) ³With the reliance on µherd immunity,¶ whereby parents perceive that their
child is safe from disease because of the immunization of other children, and lack of public
awareness of the importance of vaccines, many parents find it unnecessary to immunize their
children. Reliance on herd immunity, however, involves inherent dangers. Children have an
enormous risk of contracting communicable diseases when not vaccinated. Recent studies have
found that under immunization has led to a resurgence of contagious diseases, such as measles,
diphtheria, and pertussis, all of which are easily preventable through vaccination. In 1989, an
outbreak of measles in the U.S. led to one hundred twenty-three deaths. One hundred eleven of the
deceased children were not vaccinated. A shift in the allocation of time and money to terror-related
public health emergencies has increased the dangers of vaccine shortages in childhood
immunization. Vaccines for diphtheria, pertussis, chicken pox, measles, and rubella have all seen
supply shortages as recently as [2004]. All had shortfalls due to heightened demand and production
deficiencies.´ 
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Of course, vaccination mandates would be impossible absent exacting
protocols to determine that vaccines are extremely safe before they become
publicly available. For this reason, vaccines undergo a rigorous testing protocol
required by the Food and Drug Administration (³FDA´), which sometimes lasts
up to ten years or longer.173 Even after a vaccine is in use, the FDA and the
Centers for Disease Control (³CDC´) monitor vaccine-related adverse events
through the Vaccine Adverse Event Reporting System (³VAERS´) and the
Vaccine Safety Datalink.174 If a vaccine is suspected of being unsafe, the FDA
and/or CDC can issue a safety advisory, revoke the vaccine¶s licensure, and/or
take a host of other measures aimed at protecting the public.175
Despite these rigorous safety protocols, no vaccine is 100% safe for
everyone because each person¶s biology is different; due to this distinct biology,
a vaccine that works well with one individual may interact with another person
in an unexpected, unforeseeable, and harmful way. A vaccine adverse event
(³VAE´) refers to an instance when a vaccine causes an injury or death.176 Even
absent manufacturing defects or any negligence on the part of the vaccine
manufacturer, vaccine-related injuries, albeit extremely rare, are unavoidable.177
VAEs can include something as minor as burning or redness at the vaccine
injection site shortly after vaccination to something far more serious, such as a
debilitating nervous system disorder.178 In exceptionally rare instances, some
vaccines have even been linked to fatalities.179 To be clear, it is beyond dispute
that vaccines save many more lives than they injure. But as widescale vaccination
reduces the frequency of or perhaps even eliminates a disease, concerns
regarding VAEs tend to increase, even if they are isolated, rare, and sporadic.

173
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A. Patricia Wodi & Tom Shimabukuro, Vaccine Safety, CTRS. FOR DISEASE CONTROL &
PREVENTION, https://www.cdc.gov/vaccines/pubs/pinkbook/safety.html (last visited Sept. 7,
2021).
174
Health & Human Resources, Vaccine Safety, U.S. DEP¶T OF HEALTH & HUM. SERVS.,
https://www.vaccines.gov/basics/safety (last visited Sept. 7, 2021); see also National Vaccine
Injury Compensation Program, U.S. DEP¶T OF HEALTH & HUM. SERVS.,
https://www.hrsa.gov/vaccine-compensation/index.html (last visited Sept. 7, 2021).
175

Wodi & Shimabukuro, supra note 173.
Understanding the Vaccine Adverse Event Reporting System (VAERS), CTRS. FOR DISEASE
CONTROL
&
PREVENTION
(2013),
https://www.cdc.gov/vaccines/hcp/patiented/conversations/downloads/vacsafe-vaers-color-office.pdf.
176

177
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Id; see also Vaccine Side Effects and Adverse Events, COLL. OF PHYSICIANS OF PHILA.,
https://www.historyofvaccines.org/content/articles/vaccine-side-effects-and-adverse-events (last
visited Sept. 7, 2021).
178
See, e.g., Vaccine Side Effects and Adverse Events, supra note 177; 42 C.F.R. § 100.3(a)
(2021); Vaccine Injury Compensation Programs, COLL. OF PHYSICIANS OF PHILA.,
https://www.historyofvaccines.org/content/articles/vaccine-injury-compensation-programs (last
visited Sept. 7, 2021).
179
Vaccine Side Effects and Adverse Events, supra note 177.
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Vaccine-related injuries, whether actual or suspected, also sometimes provoke
litigation.
2. Legal Implications of Vaccination
At the turn of the twentieth century, it was unclear whether compulsory
vaccination laws were constitutional. The U.S. Supreme Court answered that
important question in Jacobson v. Massachusetts180 when it upheld a state¶s
compulsory vaccination law against a constitutional challenge.181 Henning
Jacobson, a minister who had immigrated to the U.S. from Sweden, lived in
Cambridge, Massachusetts.182 During an outbreak of smallpox in 1902, he
refused to comply with the town¶s order for all adults to be vaccinated against
the disease because a vaccine had made him seriously ill as a child and had made
his son and others sick as well.183 As a result of his non-compliance, Jacobson
was ultimately fined $5.184
In the litigation that subsequently ensued, the Massachusetts courts,
including the Supreme Judicial Court, rejected Jacobson¶s argument that
compulsory inoculation was unconstitutional.185 Aiding his efforts was the
Massachusetts Anti-Compulsory Vaccination Association.186 At the time, only a
small number of states had compulsory vaccination laws.187 In upholding a state
or town¶s ability to mandate vaccination, the U.S. Supreme Court observed that
the liberty secured by the Constitution . . . does not import an
absolute right in each person to be, at all times and in all
circumstances, wholly freed from restraint. There are manifold
restraints to which every person is necessarily subject for the
common good. On any other basis organized society could not
exist with safety to its members.188

197 U.S. 11 (1905) (7±2 decision).

181

Id.
Id.

182
183
184
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Id. at 14.
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187
188

Jacobson, 197 U.S. at 15.
Id. at 26.
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Letter from the Massachusetts Anti-Compulsory Vaccination Society to Members (1903)
(on file with the History of Vaccines, by The College of Physicians of Philadelphia at
https://www.historyofvaccines.org/content/letter-members).
186
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The Court further noted that ³the police power of a State must be held to embrace,
at least, such reasonable regulations established directly by legislative enactment
as will protect the public health and the public safety.´189
Today, compulsory vaccination laws like the one at issue in Jacobson
are the rule, rather than the exception.190 Yet, they now commonly include
various exemptions, which likely would have covered Jacobson. For example,
every state currently recognizes medical exemptions to vaccination for people
who cannot safely undergo the procedure for medical reasons.191 As of May
2020, over 40 states recognized an individual¶s right to refuse vaccination on
religious grounds,192 and a sizeable minority of states also acknowledged
exemptions based on philosophical objections.193
Vaccination law continues to evolve. For example, in 2019, Washington
State experienced a measles outbreak in large part due to the fact that the Pacific
Northwest is home to many so-called ³anti-vaxxers´ who oppose compulsory
vaccinations on philosophical and other grounds.194 As a result, almost 25% of
the children who attended school in Clark County, Washington, at the time were
unvaccinated²numbers too low to facilitate herd immunity.195 In response to the
measles outbreak, in May 2019, Washington State enacted a law abolishing its
prior personal and philosophical option to exempt children from a vaccine for
measles-mumps-rubella (³MMR´).196 The law, which took effect on July 28,
2019, covers children in public and private schools as well as in licensed
childcare facilities.197 It also requires employees and volunteers at childcare
centers to provide immunization records indicating they have received the MMR

189
190
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Id. at 25.
See State Vaccination Requirements, supra note 172.

191
Exemptions Permitted for State Immunization Requirements, NAT¶L CTR. FOR
IMMUNIZATION & RESPIRATORY DISEASES, https://www.immunize.org/laws/exemptions.asp (last
visited Sept. 7, 2021).
192
Id.
193

Id.
Lena H. Sun & Maureen O¶Hagan, “It Will Take Off Like a Wildfire”: The Unique Dangers
of the Washington State Measles Outbreak, WASH. POST (Feb. 6, 2019),
https://www.washingtonpost.com/national/health-science/it-will-take-off-like-a-wildfire-theunique-dangers-of-the-washington-state-measles-outbreak/2019/02/06/cfd5088a-28fa-11e9b011-d8500644dc98_story.html.
194

195
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Id.
Lena H. Sun & Lenny Bernstein, Washington State Senate Passes Vaccine Bill in Rebuke to
POST
(Apr.
18,
2019),
Anti-Vaxxers,
WASH.
https://www.washingtonpost.com/health/2019/04/18/washington-state-senate-passes-vaccinebill-rebuke-anti-vaxxers/.
197
MMR Vaccine Exemption Law Change 2019, WASH. STATE DEP¶T OF HEALTH,
https://www.doh.wa.gov/CommunityandEnvironment/Schools/Immunization/ExemptionLawCha
nge (last visited Sept. 7, 2021).
196
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vaccine or proof of immunity.198 However, Washington state law still permits a
personal or philosophical exemption with regard to other vaccines, which leaves
open the possibility of future outbreaks involving different diseases.199
Taken together, the precedent in Jacobson, which has never been
overruled, in tandem with legislative carveouts in vaccination laws, largely
preempt constitutional questions regarding whether a person can be forced to
undergo vaccination. For this reason, contemporary vaccination challenges
primarily involve allegations that a vaccine injured its recipient.200
As noted above, despite the onerous safety protocols that govern the
development and production of a vaccine, no vaccine is absolutely safe. To the
contrary, vaccine-related injuries and deaths may occur even absent any
negligence on the part of the vaccine manufacturer or administrator. Although
extremely rare, these injuries, which can be serious or even fatal, sometimes
prompt litigation.
Initially, vaccine-related injury claims were treated as traditional tort law
claims and decided by state courts under state laws (or federal courts applying
the law of state where the alleged injury occurred), which were not uniform.201
However, potentially dramatic public health consequences soon emerged from
this unpredictable, piecemeal approach. On the one hand, no matter how
cautiously and carefully a vaccine manufacturer was and no matter how closely
it complied with the exacting protocols of the FDA and CDC, there was no way
to create a completely safe vaccine; vaccine-related adverse events are
inescapable. And when they do occur, even if rare, the highly public and
incredibly expensive lawsuits that ensue could have drastic negative
consequences. They could fuel anti-vaccination movements and widespread
vaccine hesitancy.202 They could also bankrupt vaccine makers, lead to
dangerous vaccine shortages, compel vaccine producers to raise vaccine prices,
43709-wva_124-1 Sheet No. 21 Side A
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Id.
A notable exception is the recent wave of lawsuits challenging the legality of COVID-19
vaccine mandates. See, e.g., Klaassen v. Trustees of the Indiana Univ., 7 F.4th 592 (7th Cir. 2021);
Susan Svrluga, Law Professor Sues George Mason University, Challenging Covid Vaccine
Mandate,
WASH.
POST
(Aug.
4,
2021,
6:34
PM),
https://www.washingtonpost.com/education/2021/08/04/professor-lawsuit-georgemason-vaccinemandate/.
201
See, e.g., Heitz v. Cnty. of Sacramento, 151 Cal. Rptr. 429 (Cal. Ct. App. 1978) (alleging
injuries resulting from swine flu immunization); Stalheber v. Am. Cyanimid Co., 451 S.W.2d 48
(Mo. 1970) (alleging that woman contracted poliomyelitis from polio vaccine); Calabrese v.
Trenton State Coll., 392 A.2d 600 (N.J. Super. Ct. App. Div. 1978) (alleging adverse side effects
from a rabies vaccine); Reis v. Pfizer, Inc., 402 N.Y.S.2d 401 (N.Y. App. Div. 1978) (alleging that
poliomyelitis vaccine caused infant to develop polio); Vincent v. Thompson, 377 N.Y.S.2d 118
(N.Y. App. Div. 1975) (alleging that the vaccine Quadrigen injured a child); Walton v. Charles
Pfizer & Co., 590 P.2d 1190 (Okla. 1978).
202
Wodi & Shimabukuro, supra note 173.
200
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making them less available to the public, and/or discourage drug makers from
investing the time and research necessary to develop new and much needed
vaccines.203
Concerns regarding these undesirable consequences were not purely
speculative. To the contrary, they had already been demonstrated in the 1970s,
when a surge in lawsuits alleging injuries related to the diptheria-pertussistetanus (³DPT´) vaccine had prompted the award of sizeable damages to injured
plaintiffs.204 These awards were highly publicized, which likely spurred
additional lawsuits on similar grounds as well as increased fear to willingly
undergo DPT vaccination.205 In response, some vaccine makers halted
production of the DPT vaccine due to fear of tort liability and the severe financial
and reputational consequences arising therefrom.206 At the same time, however,
states increasingly required schoolchildren to receive the DPT vaccination. The
increased demand coupled with decreased production resulted in a serious
shortage of life-saving vaccines.207 Simply put, the vaccine injury lawsuits had
begun a dangerous domino effect with serious consequences for public health.
In response, the federal government devised a creative and clever
solution²the National Childhood Vaccine Injury Act of 1986 (³Vaccine
Act´).208 The Vaccine Act removed vaccine injury claims from state courts
altogether and instead consolidated them into a single, expert federal forum
under a streamlined federal statute. In so doing, the Vaccine Act, and the
corresponding Vaccine Program to which it gives rise, insulate vaccine makers
from liability and encourage them to continue producing much-needed vaccines.

43709-wva_124-1 Sheet No. 21 Side B

203
Bhanot, supra note 171, at 151±52. The federal government has also taken other measures
to address problems related to vaccine manufacturing and to preempt wide-scale vaccine shortages.
For example, in 2004, Congress enacted the Project Bioshield Act of 2004, which amends the
Public Health Security and Bioterrorism Preparedness and Response Act to revert control of the
nation¶s vaccine stockpile to the Department of Health and Human Services and extended HHS¶V
duties to include creating new future vaccines. Id.
204
Vaccine Injury Compensation Programs, supra note 178.
205

Keith E. Abbott, The National Vaccine Injury Compensation Program, 20 COLO. LAW.
1825, 1825 (Sept. 1991) (³Vaccine manufacturers and pharmaceutical companies informed
Congress in committee hearings . . . that they could not bear the burden of defending millions of
dollars worth of lawsuits.´).
206

208

Vaccine Injury Compensation Programs, supra note 178.
Id.
National Childhood Vaccine Injury Act of 1986, 42 U.S.C.A. §§ 300aa-1 to -34 (West

2021).
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3. The Vaccine Act and Vaccine Program
In 1986, the Vaccine Act was signed into law.209 It took full effect on
November 15, 1988.210 The Vaccine Act covers injuries arising from many
common vaccines, including vaccines for the flu, measles-mumps-rubellavaricella (³MMRV´), human papillomavirus (³HPV´), and DPT.211
The Vaccine Act also creates a National Vaccine Program to, among
other things, administer the statute.212 ³The Vaccine Program was created upon
what Congress characterized as µadvances in biotechnology that could lead to the
production of new and improved vaccines, as well as the lack of organization at
the Federal [level] in the promotion and use of vaccines.¶´213 The Vaccine
Program is under the control of the Department of Health and Human Services
(³HHS´) and has various important functions.214 However, it is administered
jointly by the U.S. Court of Federal Claims, HHS, and the Department of Justice
(³DOJ´).215
In creating the Vaccine Program, Congress recognized that ³[w]hile
most of the Nation¶s children enjoy great benefit from immunization programs,
a small but significant number have been gravely injured.´216 Congress found
that the state common law tort system had not provided effective redress
³because it resulted in lengthy delays, high transaction costs, and sometimes no

209

Id.
Deborah F. Buckman, Annotation, Validity of National Childhood Vaccine Injury Act, 42
U.S.C.A. §§ 300aa et seq., 17 A.L.R. Fed. 2d Art. 2 (2007) (³Those persons with pre-Act injuries
who filed civil actions before that date could not have pursued remedies under the Act when they
filed. They therefore retained their ability to pursue traditional tort actions. However, those with
pre-Act injuries who filed civil actions after that date now had a choice of forums, and the Act
specifically precluded actions brought thereunder if suit had already been brought in another
court.´).
210
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&
SERVS.
ADMIN.,
https://www.hrsa.gov/sites/default/files/hrsa/vaccine-compensation/vaccine-injury-table.pdf (last
visited Sept. 7, 2021). On February 20, 1997, a final rule was published which, in part, provided
for the ³automatic´ addition of future vaccines recommended by the CDC for routine
administration to children. National Vaccine Injury Compensation Program: Revisions and
Additions to the Vaccine Injury Table II, 62 Fed. Reg. 7,685, 7,686 (Feb. 20, 1997) (codified at 42
C.F.R. § 100 (2021)), https://www.govinfo.gov/content/pkg/FR-1997-02-20/pdf/97-4088.pdf. The
final rule published was applicable to petitions filed on or after March 24, 1997, but not published
on March 24, 1997. Id.
212
42 U.S.C.A. § 300aa-2.
213
214

Id.; see also Bhanot, supra note 171, at 142 n.30.
Bhanot, supra note 171, at 142.

The National Vaccine Injury Compensation Program (VICP), HEALTH RES. & SERVS.
ADMIN.,
https://www.hrsa.gov/sites/default/files/hrsa/vaccine-compensation/vaccine-injuryinfographic-2017.pdf (last visited Sept. 7, 2021).
216
H.R. REP. NO. 99-908, at 4 (1986), as reprinted in 1986 U.S.C.C.A.N. 6344, 6345.
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recovery.´217 For this reason, the Vaccine Program administers a streamlined
federal no-fault compensation system that aims to compensate vaccine-injured
individuals ³quickly, easily, and with certainty and generosity.´218 This no-fault
compensation system is administered by the OSM, which is situated within the
U.S. Court of Federal Claims²a trial court created by statute with specialty
jurisdiction that extends nationwide. The OSM is the judicial arm of the Vaccine
Program.
The OSM is an expert, decision-making body with nationwide,
statutorily vested jurisdiction over lawsuits alleging a vaccine-related injury.219
A person alleging a vaccine-related injury must file the claim initially at the
OSM.220 To begin a lawsuit at the OSM, a person files a petition221 that satisfies
several requirements, including a requirement that an injured person suffered the
effects of the injury for more than six months.222 The person who files the petition
at the OSM is known as a petitioner.223 The HHS Secretary is the respondent in
every matter, standing in place of the individual vaccine maker that would have
been the defendant in traditional tort claims brought in state court.224 In this way,
the Vaccine Act insulates vaccine makers from tort liability and its attendant
negative consequences. The DOJ maintains a special Vaccine Act Division

217

/RZH\Y6HF¶\RI+HDOWK +XPServs., 189 F.3d 1378, 1381 (Fed. Cir. 1999) (citing H.R.
REP. NO. 99-908, at 6±7 (1986), as reprinted in 1986 U.S.C.C.A.N. 6344, 6347±48).
218
219

H.R. REP. NO. 99-908, at 3 (1986), as reprinted in 1986 U.S.C.C.A.N. 6344, 6345.
42 U.S.C.A. § 300aa-12(d) (West 2021).

220
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Id. § 300aa-11(a). ³The Act requires that vaccine injury claims involving covered vaccines
given on or after October 1, 1988 must first be filed with the VICP before civil litigation through
the tort system can be pursued. If a petitioner accepts an award under the VICP, the claim cannot
be brought subsequently to the tort system.´ National Vaccine Injury Compensation Program,
supra note 178.
221
42 U.S.C.A. § 300aa-11(c) (³Petition content: (1) except as provided in paragraph (3), an
affidavit, and supporting documentation, demonstrating that the person who suffered such injury
or who died²(A) received a vaccine set forth in the Vaccine Injury Table or, if such person did
not receive such a vaccine, contracted polio, directly or indirectly, from another person who
received an oral polio vaccine . . ´).
222
Id. § 300aa-11(c)(1) (1997) (last version of code with that language). ³A physician at the
Division of Vaccine Injury Compensation, HHS, reviews each petition to determine whether it
meets the criteria for compensation. This recommendation is provided to the Court through a report
filed by the DOJ, although it is not binding.´ National Vaccine Injury Compensation Program,
supra note 178.
223
42 U.S.C.A § 300aa-11(b).

Id. § 300aa-12(b)(1). ³A vaccine administrator and/or manufacturer may only be sued if: If
the petition has been judged non-compensable or dismissed under the VICP; or [i]f the award
granted by the VICP is otherwise rejected by the petitioner; or [i]f the vaccine is not covered under
the VICP.´ National Vaccine Injury Compensation Program, supra note 178.
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comprised of attorneys tasked with representing HHS in lawsuits brought
pursuant to the Vaccine Act.225
Remarkably, the Vaccine Program is entirely self-funded by a $0.75
excise tax on each dose of common childhood vaccines like MMR and DPT.226
This de minimis tax is recommended and periodically reevaluated by the CDC
so that it yields enough annual income to fund the Vaccine Program and all of
the damages awarded under it.227 In this way, the Vaccine Program provides a
tremendous public benefit while minimally burdening taxpayers.
4. OSM
Each Vaccine Act claim is presided over by a special master, not a
judge.228 Unlike Article III judges who endure a stringent vetting process that is
all too often highly politicized, special masters are appointed by the judges of the
U.S. Court of Federal Claims in a relatively low-profile and less politicized
manner.229 Nor do special masters enjoy lifetime tenure.230 Rather, special
masters serve four-year terms subject to reappointment for additional four-year
terms.231 Like a general jurisdiction court, the OSM also offers alternative
dispute resolution methods, and claims may be settled at any time.232
Special masters effectively function as trial judges and oversee all
aspects of the case. They generally hear cases individually, not in panels.233

225

43709-wva_124-1 Sheet No. 23 Side A

Vaccine Claims/Office of Special Masters, U.S. CT. OF FED. CLAIMS,
https://www.uscfc.uscourts.gov/vaccine-program-readmore (last visited Aug. 23, 2021); see also
Althen v. Sec¶y of HHS, 418 F.3d 1274, 1278 (Fed. Cir. 2005); Munn v. Sec¶y of HHS, 970 F.2d
863, 870 (Fed. Cir. 1992).
226
About the National Vaccine Injury Compensation Program, HEALTH RES. & SERVS. ADMIN.,
https://www.hrsa.gov/vaccine-compensation/about/index.html (last visited Sept. 7, 2021). The .75
cent tax is levied per disease prevented, meaning a slightly higher tax is imposed on vaccines that
prevent multiple diseases.
227
Id.
228

42 U.S.C.A. § 300aa-12(a) (³The United States Court of Federal Claims and the United
States Court of Federal Claims special masters shall, in accordance with this section, have
jurisdiction over proceedings to determine if a petitioner under section 300aa±11 of this title is
entitled to compensation under the Program and the amount of such compensation. The United
States Court of Federal Claims may issue and enforce such orders as the court deems necessary to
assure the prompt payment of any compensation awarded.´).
229
230

Id. § 300aa-12(c).
Id. § 300aa-12(c)(4).

231

Id. § 300aa-12(c).
U.S. CT. OF FED. CLAIMS OFF. OF SPECIAL MASTERS, GUIDELINES FOR PRACTICE UNDER THE
NATIONAL
VACCINE
INJURY
COMPENSATION
PROGRAM,
34±38
(2020),
https://www.uscfc.uscourts.gov/sites/default/files/Guidelines-4.24.2020.pdf.
232

OF

42 U.S.C.A. § 300aa-11. But see THE AUTISM PROCEEDINGS, U.S. CT. OF FED. CLAIMS OFF.
SPECIAL
MASTERS,
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Because there are no juries at the OSM, only bench trials, the special master acts
as both fact-finder and legal interpreter. Like other specialty courts, the OSM has
its own set of unique rules.234 The Federal Rules of Evidence do not control.235
Nor do Vaccine Act cases permit formal discovery as a matter of right; however,
³[o]n the request of a party, the special master may approve the issuance of a
subpoena´ pursuant to Rule 45 of the Rules of the Court of Federal Claims.236
³In receiving evidence, the special master will not be bound by common law or
statutory rules of evidence but must consider all relevant and reliable evidence
governed by principles of fundamental fairness to both parties.´237
The Vaccine Program strives to facilitate speedy resolution of vaccine
claims. For this reason, claims must be filed within 36 months after the first
symptoms appear ³or of the significant aggravation of such injury.´238 In Cloer
v. Secretary of Health and Human Services, the Federal Circuit concluded that
that Vaccine Act¶s statute of limitations was subject to equitable tolling.239 To
further promote efficiency, ³[t]he special master must issue a decision on the
petition within 240 days after the date the petition was filed, exclusive of all
periods of suspension pursuant to Vaccine Rule 9.´240 ³Should the statutory time
period for the special master¶s submission of a decision expire, without the filing
of a decision by the master, a petitioner may elect to withdraw from Program
proceedings and pursue a traditional tort remedy.´241 Furthermore, according to
Vaccine Rule 13, ³a request for attorneys¶ fees and other litigation costs must be
filed no later than six months after the filing of the election to either accept the
judgment or file a civil action,´ absent an extension.242 Taken together, these
rules aim to facilitate the speedy resolution of Vaccine Act cases.

235
236
237
238
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https://www.uscfc.uscourts.gov/sites/default/files/vaccine_files/autism.background.2010.pdf
(adopting a different procedure in the Omnibus Autism Proceeding, as ³[t]he Office of Special
Masters (OSM) assigned three Special Masters to resolve the autism cases´).
234
See FED. CL. VACCINE R. 1.
Id.
See FED. CL. VACCINE R. 7(c).
See FED. CL. VACCINE R. 8(b)(1).
42 U.S.C.A. § 300aa-16(a).

239
Cloer v. Sec¶y of Health & Hum. Servs., 654 F.3d 1322, 1340 (Fed. Cir. 2011) (en banc)
(citing 42 U.S.C. § 300aa-16(a)(2)). The statute of limitations differs if the petitioner alleges that
the vaccine caused death. ³In the case of . . . a vaccine set forth in the Vaccine Injury Table which
is administered after October 1, 1988, if a death occurred as a result of the administration of such
vaccine, no petition may be filed for compensation under the Program for such death after the
expiration of 24 months from the date of the death and no such petition may be filed more than 48
months after the date of the occurrence of the first symptom or manifestation of onset or of the
significant aggravation of the injury from which the death resulted.´ 42 U.S.C. § 300aa-16.
240
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See FED. CL. VACCINE R. 10(b).
GUIDELINES FOR PRACTICE UNDER THE NATIONAL VACCINE INJURY COMPENSATION
PROGRAM, supra note 231, at 18 (citing 42 U.S.C. § 300aa 21(b)(1)).
242
Id. at 19.
241
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The Vaccine Program further promotes efficiency by streamlining the
resolution of Vaccine Act claims. For example, special masters deal with every
aspect of the case from evidentiary matters to damages; there are no magistrate
judges. Furthermore, the OSM has nationwide jurisdiction over claims arising
from anywhere in the United States that allege that a vaccine covered under the
Vaccine Act caused an injury.243 All special masters at the OSM work together
at a single building in Washington, D.C., where they can easily confer with one
another.244 Moreover, petitioners must bring the vaccine claim at the OSM before
proceeding to a different court.245 However, ³within 90 days after the entry of
judgment under Vaccine Rule 11, [the] petitioner must file with the clerk an
election either: (1) to accept the judgment; or (2) to file a civil action for damages
for the alleged injury or death.´246 ³If [the] petitioner fails to file an election
within the time prescribed, [the] petitioner will be deemed to have filed an
election to accept the judgment.´247 ³Upon failure to file an election within the
90 days prescribed, a petitioner will be deemed to have filed an election to accept
the judgment.´248 Even damages are somewhat streamlined because the Vaccine
Guidelines make clear that ³[c]ounsel may neither pursue, nor accept, funds from
petitioner in addition to, or in lieu of, fees and costs awarded by this court.´249
Unlike handling vaccine claims via tort lawsuits in various state courts, the
Vaccine Act and its accompanying Vaccine Rules streamline resolution of
Vaccine Act claims and better promote uniformity and predictability in the body
of vaccine law. In addition, because Congress intends the Vaccine Program to
be petitioner-friendly, a petitioner may receive attorney fees and costs even if the

243

42 U.S.C.A. § 300aa-12.
Vaccine Claims/Office of Special Masters, supra note 225.
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244
245

Buckman, supra note 210 (³In addition, those with injuries arising post-enactment,
according to 42 U.S.C.A. § 300aa-11(a), are limited to pursuing remedies under the Act: µNo
person may bring a civil action for damages . . . against a vaccine administrator or manufacturer in
a State or Federal court for damages arising from a vaccine-related injury or death associated with
the administration of a vaccine after the effective date of this part, and no such court may award
damages . . . for such a vaccine-related injury or death, unless a petition has been filed . . . for
compensation under the Program for such injury or death . . . ¶´).
246
See FED. CL. VACCINE R. 12.
247
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Id.
See FED. CL. VACCINE R. 13; see also GUIDELINES FOR PRACTICE UNDER THE NATIONAL
VACCINE INJURY COMPENSATION PROGRAM, supra note 232, at 18 (³If the special master¶s decision
is timely, but, after a motion for review of that decision is filed, the U.S. Court of Federal Claims
fails to enter judgment on the claim within the statutory time period (see § 21(b)(2) for computation
of this period), a petitioner has an identical option to withdraw or continue in the Program. See §
21(b)(2) and Vaccine Rule 29.´).
249
GUIDELINES FOR PRACTICE UNDER THE NATIONAL VACCINE INJURY COMPENSATION
PROGRAM, supra note 232, at 19 (citing Beck v. Sec¶y of Health & Hum. Servs., 924 F.2d 1029
(Fed. Cir. 1991)).
248
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petitioner does not ultimately prevail, so long as the claim had a reasonable basis
and was brought in good faith.250
The Vaccine Program also provides multiple levels of review. A party
displeased with the outcome at OSM has 30 days from the issuance of the special
master¶s decision to seek review at the U.S. Court of Federal Claims.251 That
decision, in turn, may be appealed to the Federal Circuit,252 which will determine
if the decision was ³arbitrary, capricious, an abuse of discretion, or otherwise not
in accordance with law.´253 A party may file a petition for rehearing by the panel
and en banc from the Federal Circuit and/or petition the U.S. Supreme Court for
certiorari. Petitions for certiorari have rarely been granted in Vaccine Act cases,
but as recently as 2013, the U.S. Supreme Court unanimously affirmed an en
banc decision of the Federal Circuit in Cloer, which held that a petitioner could
receive attorney¶s fees because her petition had led the Federal Circuit to
conclude that the Vaccine Act¶s statute of limitations was subject to equitable
tolling, even though the various reviewing courts each agreed that her claim was

250
42 U.S.C.A. § 300aa-15 (West 2021). But see Brandon Boxler, Fixing the Vaccine Act’s
Structural Moral Hazard, 12 PEPP. DISP. RESOL. L.J. 1, 2±3 (2012) (arguing that the Vaccine Act
³incentivizes claimants to adopt litigious and adversarial posturesnamely, that claimants have
no reason to stop fighting their cases because all costs that they incur while appealing an adverse
decision are reimbursable regardless of the outcome of the appeal.´); id. at 20.
251
42 U.S.C.A. § 300aa-12(e) (³Upon issuance of the special master¶s decision, the parties
shall have 30 days to file with the clerk of the United States Court of Federal Claims a motion to
have the court review the decision. If such a motion is filed, the other party shall file a response
with the clerk of the United States Court of Federal Claims no later than 30 days after the filing of
such motion.´).
252
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Id. § 300aa-12(f).
Id. § 300aa-12(e)(2)(B); see also $OWKHQY6HF¶\RI++6)G±78 (Fed.
Cir. 2005) (noting that the Federal Circuit reviews questions of law de novo but reviews factual
findings for clear error); %URHNHOVFKHQY6HF¶\RI+HDOWK +XP6HUYV)G
)HG &LU   LQWHUQDO FLWDWLRQV RPLWWHG  ³We review an appeal from the Court of Federal
Claims in a Vaccine Act case de novo, applying the same standard of review as the Court of
Federal Claims applied to its review of the special master's decision. We owe no deference to the
trial court or special master on questions of law. We uphold the special master's findings of fact
unless they are arbitrary RU FDSULFLRXV µ7KXV DOWKRXJK ZH DUH reviewing as a matter of law the
decision of the Court of Federal Claims under a non-deferential standard, we are in effect reviewing
the decision of the special master under the deferential and capricious standard on factual
LVVXHV¶´ 0REHUO\ex rel. MREHUO\Y6HF¶\RI+HDOWK +XP6HUYV)G )HG
Cir. 2010) (quoting Munn v. 6HF¶\ of Health & Hum. Servs., 970 F.2d 863, 870 n.10 (Fed. Cir.
1992)) ³:HUHYLHZIDFWXDOfindings under the arbitrary and capricious standard, and we review
OHJDOUXOLQJVWRGHWHUPLQHZKHWKHUWKH\DUHµQRWLQDFFRUGDQFHZLWKODZ¶´ $QGUHXex rel. Andreu
Y6HF¶\RI +HDOWK  +XP 6HUYV  )G   )HG &LU   TXRWLQJ Knudsen v.
6HF¶\ of Health & Hum. Servs., 35 F.3d 543, 549 (Fed. Cir. 1994)) ³>7@KHIXQFWLRQRIDVSHFLDO
PDVWHULVQRWWRµGLDJQRVH¶vaccine-UHODWHGLQMXULHVEXWLQVWHDGWRGHWHUPLQHµEDVHGRQWKHUHFRUG
evidence as a whole and the totality of the case, whether it has been shown by a preponderance of
the evidence that a vaccine FDXVHGWKH>SHWLWLRQHU¶V@LQMXU\¶´ 
253
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untimely and should be dismissed.254 Likewise, the U.S. Court of Federal Claims
and Federal Circuit have consistently upheld the validity of the Vaccine Act
against constitutional challenges.255
Despite its small size, the OSM has proven highly capable of effectively
resolving a large number of complex claims, including those involving
allegations that vaccines cause autism, demyelinating disorders, and Sudden
Infant Death Syndrome (³SIDS´). 256 Indeed, the number of Vaccine Act claims
filed at the OSM has risen steadily through the years, increasing from 325 in
2006257 to 1,226 in 2020.258 The OSM¶s niche jurisdiction has enabled its special
masters to develop expertise in the subject matter while also developing a body
of vaccine law.259 In addition, the OSM produces guidelines to assist
practitioners and petitioners.260
Expertise is crucial because Vaccine Act claims typically involve the
complicated intersection of law, medicine, and science. Medical experts in areas
like immunology and genetics, as well as treating physicians, commonly provide

43709-wva_124-1 Sheet No. 25 Side A

254
Cloer v. Sec¶y of Health & Hum. Servs., 675 F.3d 1358, 1364 (Fed. Cir. 2012) (en banc),
aff’d sub nom. Sebelius v. Cloer, 569 U.S. 369 (2013).
255
E.g., Terran ex rel. Terran v. Sec¶y of Health & Hum. Servs., 195 F.3d 1302 (Fed. Cir. 1999)
(authorizing the Secretary of Health and Human Services to modify the Vaccine Injury Table does
not violate the nondelegation doctrine); Black v. Sec¶y of Health & Hum. Servs., 93 F.3d 781 (Fed.
Cir. 1996) (holding that the Vaccine Act¶s threshold requirement that $1,000 in unreimbursable
expenses be incurred did not violate equal protection); Hervey v. Sec¶y of Health & Hum. Servs.,
88 F.3d 1001 (Fed. Cir. 1996) (requiring that a motion for review be filed within 30 days of the
issuance of a special master¶s decision does not violate due process); Leuz v. Sec¶y of Health &
Hum. Servs., 63 Fed. Cl. 602 (2005) (deciding that allowing petitioners 36 months to file petitions
in cases of nonfatal vaccine injury, but only 24 months in cases of vaccine deaths, does not violate
equal protection); Greider v. Sec¶y of Health & Hum. Servs., 23 Cl. Ct. 348 (1991) (barring a
petition where a civil action was brought after the Vaccine Act¶s effective date does not violate
equal protection).
256
HEALTH
RES.
&
SERVS.
ADMIN.,
DATA
&
STATs.,
1,
https://www.hrsa.gov/sites/default/files/hrsa/vaccine-compensation/data/data-statistics-report.pdf
(last visited Sept. 1, 2021) ³6LQFHRYHUSHWLWLRQVKDYHEHHQILOHGZLWKWKH9,&32YHU
that 30-year time period, 20,208 petitions have been adjudicated, with 8,278 of those determined
to be compensable, while 11,930 were dismissed. Total compensation paid over the life of the
SURJUDPLVDSSUR[LPDWHO\ELOOLRQ´).
257
Id. at 6.
258
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Id. Among other things, this increase in the number and complexity of filings, particularly
complicated off-Table claims, coupled with the small number of special masters (a problem
exacerbated by occasional vacancies), has inevitably led to some backlog and delays. See also
Boxler, supra note 250 DW SRVLWLQJ WKDW WKH 9DFFLQH $FW¶V DWWRUQH\ IHHV SURYLVLRQ SURPRWHV
SURWUDFWHGDQGH[SHQVLYHOLWLJDWLRQLQFRQWUDYHQWLRQRIWKH3URJUDP¶VLQWHQW 
259
GUIDELINES FOR PRACTICE UNDER THE NATIONAL VACCINE INJURY COMPENSATION
PROGRAM, supra note 232, at 22.
260
Id. at 4.
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expert reports or testimony on which resolution of the case hinges.261 Although
precedent under the Vaccine Act has evolved over time, the science and medicine
underlying Vaccine Act claims have transformed even more rapidly²so
speedily, in fact, that the law has difficulty keeping pace with it. Because special
masters deal exclusively with Vaccine Act claims, however, they are able, over
time, to develop a body of expertise in this narrow body of law so that the special
masters¶ primary focus can be on understanding the ever-changing medical and
scientific theories.
Because Congress intended the Vaccine Program to be petitionerfriendly,262 the Federal Rules of Evidence do not apply.263 However, ³[t]he
special master or court may not make such a finding based on the claims of a
petitioner alone, unsubstantiated by medical records or by medical opinion.´264
A petitioner still bears the burden of proof to establish causation under
the Vaccine Act. This occurs in two ways. First, the Vaccine Act contains a
statutory table,265 with common vaccines like MMR and DPT, the most common
recorded injuries that have been linked to them, and the appropriate timeframe
in which the symptoms of those injuries should appear if the vaccine is the likely
cause.266 For this kind of Table Claim, a presumption of causation exists.267 Thus,
the petitioner¶s claim should be addressed more quickly, and the petitioner will
receive compensation, subject to certain damages caps contained within the
statute.268
261

See, e.g., Moberly ex rel. Moberly v. Sec¶y of Health & Hum. Servs., 592 F.3d 1315 (Fed.
Cir. 2010); Terran ex rel. Terran v. Sec¶y of Health & Hum. Servs., 195 F.3d 1302 (Fed. Cir. 1999);
Broekelschen v. Sec¶y of Health & Hum. Servs., 102 Fed. Cl. 719 (2011).
262
See &ORHUY6HF¶\RI+HDOWK +XP6Hrvs., 675 F.3d 1358, 1362 (Fed. Cir. 2012).
263

See generally Terran, 195 F.3d 1302.
42 U.S.C.A. § 300aa-13(a)(1) (West 2021).
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264
265

Id. § 300aa-14. A revised Vaccine Injury Table was promulgated in 1995, and the Secretary
is required to make modifications as necessary. Id. § 300aa-14(e); Buckman, supra note 210
(³Congress included an Initial Vaccine Injury Table in the legislation . . . rather than delegating the
creation of the first injury table to the Secretary because it was concerned that the administrative
process would significantly delay the implementation of the Vaccine Compensation Program. It
intended the Secretary to revise and update the initial table with more accurate information that
would become available as a result of the research on vaccine injuries mandated by the Vaccine
Act. The Secretary was directed . . . to commission studies on the link between vaccines and
injuries, and a panel was created to oversee the collection of data on vaccine-related injuries. A
revised Vaccine Injury Table was promulgated in 1995, and the Secretary is required to make
modifications as necessary.´).
266
42 U.S.C.A. § 300aa-14.
267

42 C.F.R. § 100.3(a) (2021)86&DDဨ F  & L 
³Awards to the estate in a vaccine-related death are limited to $250,000 plus attorney¶s fees
and costs. Awards to individuals with an injury judged to be vaccine-related have averaged
$824,463.´ Richard F. Edlich et al., Update on the National Vaccine Injury Compensation
Program, 33 J. EMERGENCY MEDICINE 199, 202 (2007) (referencing 42 U.S.C.A. § 300aa15(a)(2)). Although the OSM is not without its critics, the flaws these scholars point out primarily
268
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In some instances, however, a person may allege an injury that is not on
the Table, or the time frame may differ than that listed on the Table. In these
circumstances, the petitioner may bring what is known as an off-Table Claim,
which means that there is no presumption of causation.269 ³Although Congress
intended the Table to be the centerpiece of the program, the number of off-Table
claims has come to far surpass the number of Table claims. They now likely
account for 90% of all claims, and off-Table claimants have received billions of
dollars in compensation.´270
To prevail, petitioners asserting an off-Table claim must prove causation
in fact. In other words, a petitioner must show that the injury would not have
occurred ³but-for´ the vaccination or that the vaccine was a substantial factor in
causing the injury.271 However, a petitioner need not demonstrate that the vaccine
was the sole or predominant cause of the injury.272 Nor does the petitioner need
to establish causation with medical certainty.273 Indeed, ³the purpose of the
Vaccine Act¶s preponderance standard is to allow the finding of causation in a
field bereft of complete and direct proof of how vaccines affect the human
body.´274 For this reason, a petitioner is not required to pinpoint the precise
biological mechanism by which the vaccine caused the injury in order to prevail.
In Althen v. Secretary of Health and Human Services, the Federal Circuit
articulated a three-part prima facie case of causation (collectively, the ³Althen
Factors´) that a petitioner must establish under the Vaccine Act to shift the
burden of production to HHS. First, the petitioner must show ³a medical theory
causally connecting the vaccination and the injury.´275 Second, the petitioner
must demonstrate ³a logical sequence of cause and effect showing that the
vaccination was the reason for the injury´²that the vaccine actually did cause
the injury in this specific case.276 Finally, the petitioner must show that the injury

270
271
272
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relate to aspects of the Vaccine Program and Act that exceed the scope of the Article, such as the
level of proof necessary to establish causation in off-Table claims. See generally Betsy J. Grey,
The Plague of Causation in the National Childhood Vaccine Injury Act, 48 HARV. J. LEGIS. 343,
345±46 (2011) ³:LWKRII-Table claims, the critical question . . . is defining the level of proof
sufficient to show causation. The Vaccine Act itself does not supply a standard, nor has precedent
XQGHUWKH$FWFODULILHGWKHLVVXH´ 3HWHU0H\HUVFixing the Flaws in the Federal Vaccine Injury
Compensation Program, 63 ADMIN. L. REV. 785, 845±51 (2011) (recommending, inter alia, that a
more generous legal standard of proof be adopted for petitioners and that all provisions of the
Vaccine Act be construed more liberally); Boxler, supra note 250.
269
Althen v. Sec¶y of Health & Hum. Servs., 418 F.3d 1274, 1280 (Fed. Cir. 2005).
Grey, supra note 268, at 345±46.
Althen, 418 F.3d at 1278.
Id.; see also .QXGVHQY6HF¶\RI+HDOWK +XP. Servs., 35 F.3d 543, 548±49 (Fed. Cir.

1994).
273

275
276

Knudsen, 35 F.3d at 548±49.
Althen, 418 F.3d at 1280.
Id. at 1278.
Id.
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occurred within a medically appropriate time frame for the vaccine to be the
cause of the injury.277 Although all three factors must be demonstrated, evidence
used to establish the Althen Factors may overlap.
Vaccine Rule 8(b)(1) requires a special master to ³consider all relevant
and reliable evidence governed by principles of fundamental fairness to both
parties.´278 In evaluating expert testimony and scientific literature, special
masters should analyze scientific literature ³not through the lens of the
laboratorian, but instead from the vantage point of the Vaccine Act¶s
preponderant evidence standard.´279 For this reason,
The determination of causation in fact under the Vaccine Act
involves ascertaining whether a sequence of cause and effect is
µlogical¶ and legally probable, not medically or scientifically
certain. . . . [T]o require identification and proof of specific
biological mechanisms would be inconsistent with the purpose
and nature of the vaccine compensation program.280
³In other words, a finding of causation in the medical community may require a
much higher level of certainty than that required by the Vaccine Act to establish
a prima facie case.´281
Even so, there is no presumption of causation in off-Table claims. ³In
evaluating the weight to be afforded to any such diagnosis, conclusion, judgment,
test result, report, or summary, the special master or court shall consider the
entire record and the course of the injury, disability, illness, or condition . . . ´282
Accordingly, the special master must consider the ³results of any diagnostic or
evaluative test, which are contained in the record and the summaries and
conclusions.´283 The testimony of treating physicians is particularly probative.284
However, ³[a]ny such diagnosis, conclusion, judgment, test result, report, or
summary shall not be binding on the special master or court.´285

278
279
280
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Id.
FED. CL. VACCINE R. 8(b)(1).
Andreu ex rel. Andreu v. Sec¶y of Health & Hum. Servs., 569 F.3d 1367 (Fed. Cir. 2009).
Knudsen v. Sec¶y of Health & Hum. Servs., 35 F.3d 543, 548±49 (Fed. Cir. 1994).

281

Broekelschen v. Sec¶y of Health & Hum. Servs., 89 Fed. Cl. 336, 343 (2011), aff’d, 618
F.3d 1339 (Fed. Cir. 2010) (emphasis added).
282
283

42 U.S.C.A. § 300aa-13(b)(1) (West 2021).
Id. § 300aa-13(b)(1)(B).
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See, e.g., Andreu, 569 F.3d at 1375 (quoting Capizzano v. 6HF¶\ of Health & Hum. Servs.,
440 F.3d 1317, 1326 (Fed. Cir. 2006)) (³[Medical opinion] testimony is µquite probative¶ since
µtreating physicians are likely to be in the best position to determine whether a logical sequence of
cause and effect show[s] that the vaccination ZDV WKH UHDVRQ IRU WKH LQMXU\¶´) (citations and
internal quotation marks omitted in original).
285
Id.
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If a petitioner demonstrates the Althen Factors by a preponderance of the
evidence, the burden shifts to HHS to demonstrate, ³also by preponderan[t]
evidence, that [a] factor[ ] unrelated to the vaccine´ caused the petitioner¶s
injury.286 Notably, a factor unrelated cannot ³include any idiopathic,
unexplained, unknown, hypothetical, or undocumentable cause, factor, illness,
or condition . . . ´287 However, it may include causes like infection, toxins,
trauma, genetics, or metabolic disturbances to the extent the factor is unrelated
to the vaccine.288 If HHS is unable to establish a factor unrelated, the petitioner
prevails, and the matter progresses to the damages phase.289
5. Why Is the OSM Model the Most Suitable Fit for IoT?
The Vaccine OSM¶s unique approach to resolving matters involving
vaccine-related injuries offers several distinct advantages, including but not
necessarily limited to expertise, efficiency, uniformity, predictability, neutrality,
and self-funding. Each of these characteristics is crucial for resolving IoT claims,
thus making the OSM Model the best fit for adaptation to the IoT context. We
discuss the importance of each of these characteristics for both vaccine law and
IoT law below.
i.

Expertise and Efficiency

43709-wva_124-1 Sheet No. 27 Side A

First and foremost, special masters are able to develop unparalleled
expertise in vaccine law because, unlike courts of general jurisdiction, they
exclusively oversee Vaccine Act cases. Their jurisdiction is narrow as is the body
of Vaccine Act law. Unlike courts of general jurisdiction scattered across
America and interpreting the tort laws of their various home states, all special
masters work out of a single location in Washington, D.C., where they oversee
all Vaccine Act cases nationwide²cases all governed by a single, federal statute
and set of procedural rules. This streamlining affords special masters the
opportunity to acquire a deep mastery of complex subject matter as well as to
easily confer with more seasoned special masters on issues of first impression.
This is particularly helpful given that some aspects of a case, such as medical
theories regarding how a vaccine might cause an injury, often resurface in
multiple cases; thus, the special master will already understand the theoretical
mechanism, such as molecular mimicry, and need only apply it to the distinct

286
Knudsen)GDW TXRWLQJ:KLWHFRWWRQY6HF¶\RI+HDOWK +XP6HUYV)G
374, 376 (Fed. Cir. 1994), rev’d sub nom. Shalala v. Whitecotton, 514 U.S. 268 (1995)) (also citing
42 U.S.C.A. § 300aa-13(a)(1)(B) (West 2021)).
287
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42 U.S.C.A. § 300aa-13(a)(2)(A).
See, e.g., Doe 11 v. Sec¶y of Health & Hum. Servs., 601 F.3d 1349 (Fed. Cir. 2010); Doe
93 v. Sec¶y of Health & Hum. Servs., 98 Fed. Cl 553 (2011).
289
Knudsen, 35 F.3d at 547; see also 42 U.S.C.A. § 300aa-13(a)(1).
287
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facts of the present case. In addition, the Vaccine Act is the sole statute at issue,
so special masters can quickly acquire mastery of the relevant precedent and
rules. This ability to gain an in-depth understanding of the legal doctrine
governing the case is especially important in vaccine law because the medical
theories and scientific advances at issue constantly evolve, outpacing the law.
Because of their unique expertise and narrow jurisdiction, special masters enjoy
more time to grasp the complex and ever-changing science and medicine at the
heart of each case.
This concentration of expertise, and the efficiency it fosters, facilitate
the effective resolution of complex vaccine law matters. For example, the various
rules governing Vaccine Act claims from the statute of limitations to the time
permitted to seek a motion for review all work in tandem to promote a more
expeditious resolution of vaccine cases.290 These rules also strive to reduce courtclogging, which is a significant issue for most courts.291
The expertise and efficiency of special masters are similarly beneficial
in the context of IoT claims. Like vaccines, IoT devices are complex scientific
and technological products that necessitate intimate familiarity with product
engineering, cybersecurity, and software coding principles, at a minimum.
Depending on the IoT device, medical expertise may also be necessary to analyze
the device¶s functionality within the human body. Familiarity with the relevant
industry involved in the IoT claim may also be quite valuable. Few, if any, judges
seated on courts of general jurisdiction already possess that kind of in-depth
technical expertise, and they are unlikely to develop it if they hear only a few
IoT cases each year involving different industries and devices. By contrast,
vesting nationwide jurisdiction of IoT claims with an IoT OSM will better ensure
that the decision-makers possess adequate baseline knowledge of how these
devices function and where defects can occur.
Further, a separate judicial forum for IoT claims is advisable given that,
as noted earlier, IoT technology quickly outpaces the law.292 If regulators attempt
to control every aspect of IoT liability through regulations and statutes, these
new laws will likely be outdated between the drafting phase and implementation
phase.293 Technological progress, particularly in the IoT era, evolves daily in a
manner that precludes exclusively regulatory solutions. A body of law developed
by an IoT OSM can more quickly and organically evolve alongside the
technology, rather than always remaining three steps behind it. Establishing an
OSM for IoT will also better ensure that adjudicators stay abreast of, analyze,

See FED. CL. VACCINE R. 19, 23.
See FED. CL. VACCINE R. 1.

See Davenport, supra note 8, at 260; Andrew R. Swanson, “Somebody Grab the Wheel!”:
State Autonomous Vehicle Legislation and the Road to a National Regime, 97 MARQ. L. REV. 1085,
1087 (2014).
293
See LeBlanc, supra note 10, at 949.
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and respond to new technological standards in a prompt, flexible, and just
manner.
Additionally, IoT claims would benefit from being decided in a single
courthouse where IoT special masters can confer, share their expertise, and learn
from one another. The sheer breadth of IoT devices²which have spread to
nearly every industry from healthcare and home purchasing to energy and
finance²necessarily precludes any one individual from being an expert on every
device. Rather, a comprehensive court that has access to experts for each relevant
industry will be immensely beneficial to the proper adjudication of IoT claims.
As explained below, such claims could even be assigned based on the special
master¶s area of expertise. In this manner, not only will the body of IoT law be
developed by distinguished masters in the IoT field, but it will also facilitate the
timely and uniform resolution of IoT claims.
Finally, the IoT industry is currently experiencing explosive growth,
which is likely to continue for the next few decades. As the number of devices
increases exponentially, so might the number of legal claims arising from their
use. As a result, the creation of an OSM for IoT will also prevent clogging courts
of general jurisdiction, which are often already heavily backlogged. For all of
these reasons, creating an IoT OSM is crucial to leverage expertise and promote
efficiency.
ii.

Uniformity, Predictability, and Fairness

43709-wva_124-1 Sheet No. 28 Side A

Creating an OSM for IoT will also foster uniformity, predictability, and
fairness. Long before the Vaccine Act ever existed, plaintiffs were bringing
vaccine claims in state courts of general jurisdiction.294 The presiding judges
certainly were not experts in vaccine law; on the contrary, they heard cases
regarding everything from criminal and contract law to torts and property. The
vaccine claims arose under traditional tort law, which is primarily common law
that varies state to state. In fact, tort law doctrine is so varied and complicated
that members of the American Law Institute as far back as the 1920s sought to
synthesize and consolidate it into a single resource²the Restatement (First) of
Torts, which was published in the early twentieth century.295 The Restatement
compiled case law involving various torts.
But the Restatement has two shortcomings. First, while the Restatement
is certainly well regarded and very persuasive, it remains a secondary source that
is not binding. For this reason, it is somewhat limited in its ability to promote
uniformity and predictability in the body of tort law. Second, tort doctrine is
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See Mary S. Holland, Liability for Vaccine Injury: The United States, the European Union,
and the Developing World, 67 EMORY L.J. 415, 420 (2018) (³Between 1980 and 1986, people who
claimed vaccine injury [in state courts] brought over three billion dollars of damages claims to U.S.
civil courts against vaccine manufacturers.´).
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RESTATEMENT (FIRST) OF TORTS (AM. L. INST. 1934).
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constantly evolving. As a result, almost as soon as an edition of the Restatement
is produced, some aspects of it may be quickly outdated, and it must periodically
be updated and republished. Eventually, subsequent editions of the Restatement
had to be produced, and another is currently in the works.296
Had vaccine cases remained the purview of state and territorial courts,
the body of law would have been just as non-uniform and unpredictable as other
areas of tort law. By enacting vaccine-specific legislation that removes vaccine
cases from the tort regime for resolution by an expert forum, the Vaccine Act
and Program created a narrow and deep body of law specific to vaccine claims
that fosters greater uniformity and predictability.
In addition, exorbitant damage awards in highly publicized (and often
controversial) tort law cases have provoked widespread calls for tort reform. 297
Indeed, fear of legal liability and significant awards of damages risked chilling
the production of existing vaccines and development of new ones.298 The
Vaccine Act cures this problem by insulating vaccine makers from tort liability
and imposing reasonable statutory caps on damages.299 This, in turn, further
promotes uniformity and predictability in damage awards, while simultaneously
advancing sound policy that protects public health.
The OSM¶s nationwide jurisdiction further demonstrates, symbolically
and otherwise, that the OSM is developing a more uniform, national approach to
vaccine law. As noted earlier, the special masters work together in a single office
in Washington, D.C., our nation¶s capital, which enables them to easily consult
and confer with one another, sharing thoughts and ideas. While one special
master is not bound to follow the decision of another, working together in close
quarters fosters collegiality, respect, and the exchange of thoughts and ideas
regarding the direction of vaccine law doctrine. This is yet another unique aspect
of the OSM that promotes efficiency, cultivates expertise, encourages
uniformity, and prevents forum-shopping. Furthermore, as will be discussed
infra, the fact that all IoT appeals would be decided at the Federal Circuit would
also prevent a confusing circuit split on timely and important questions involving
IoT law.
The current landscape of IoT litigation mirrors that of early vaccine
claims²plaintiffs are asserting tort-based claims in state and federal courts of

296
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RESTATEMENT (FIRST) OF TORTS (AM. L. INST. 1934, 1938, 1939); RESTATEMENT (SECOND)
TORTS (AM. LAW. INST. 1965, 1977, 1979); RESTATEMENT (THIRD) OF TORTS (AM. L. INST.
1987); RESTATEMENT (FOURTH) OF TORTS (AM. L. INST. 2018).
297
See History of Tort Reform, U.S. CHAMBER INST. FOR LEGAL REFORM,
https://instituteforlegalreform.com/history-of-tort-reform/ (last visited Oct. 18, 2021).
298
See National Vaccine Injury Compensation Program, HEALTH RES. & SERVS. ADMIN.,
https://www.hrsa.gov/vaccine-compensation/index.html (last visited Sept. 8, 2021).
299
42 U.S.C.A. § 300aa-15 (West 2021).
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general jurisdiction.300 The wide variability in state tort law detracts from
uniformity in the manner in which these claims are analyzed and decided. In fact,
courts have already shown significant variability on several threshold issues for
IoT claims, including whether the IoT device qualifies as a product, good, or
service, and how traditional standing principles apply in the context of IoT claims
where a known vulnerability exists, but harm has not yet materialized.301 Courts¶
inability to agree on the application of well-established legal principles to new
technology certainly suggests that the emerging body of IoT law will be
unpredictable and inconsistent.302 As mentioned above, certain states will likely
emerge as more or less consumer friendly. These differing frameworks will
inevitably promote forum shopping to secure the most favorable outcome.
A legal structure for IoT that lacks uniformity and predictability risks
being unfair and detrimental to both consumers and IoT developers. Further, the
scope of IoT manufacturer liability and the monetary value of any damage
awards could be impermissibly broad in some jurisdictions, again encouraging
manufacturers to leave the market. Permitting different courts in different
jurisdictions to decide IoT claims under different statutes, procedural rules, and
precedent will chill IoT innovation while inadequately protecting IoT consumers.
An OSM for IoT would, however, solve many of those problems. First,
a centralized court system for IoT lawsuits would better ensure consistent and
uniform development, interpretation, and application of legal doctrines. Some
doctrines, like standing, may need to be modified for the IoT context, and an
OSM Model would ensure that such modifications are effective and uniform.
Moreover, as a new body of IoT law develops, it too will be consistent and
predictable. OSM rules could be established that require special masters to
follow prior decisions issued by the OSM that are factually and legally on point.
As a result, IoT manufacturers will be able to more clearly understand their legal
risks and the steps necessary to minimize legal liability by developing safer
products. Similarly, plaintiffs will be able to comprehend their pleading
requirements and assert comparable claims for identical harm.
In addition, the OSM Model better balances the competing interests of
IoT consumers and manufacturers than the traditional court system. Special
masters can apportion liability in a manner that ensures consumers are
compensated in accordance with the level of their harm while simultaneously
300
See Katheryn Andresen, Shelia Kerwin & Leah Kippola-Friske, Recent IoT Class Actions
Highlight Need for Manufacturers & Vendors of Connected Products to Be Aware of Liability
Risks, J.D. SUPRA (Jan. 15, 2020), https://www.jdsupra.com/legalnews/recent-iot-class-actionshighlight-need-93483/.
301

See Dean, supra note 51, at 17; Crootof, supra note 33, at 591; supra note 98 and
accompanying text.
See Posadas, Jr., supra note 13, at 82 (explaining that ³although a potential deluge of
litigation might correct the current lackluster focus on security in the developing IoT market, it
could take decades for such claims to travel through the state courts before developing into a cogent
and predictable body of law´).
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capping damages to prevent manufacturers from abandoning an emerging
industry.
Finally, the presence of special masters in a single courthouse with
nationwide jurisdiction can facilitate the unparalleled exchange of ideas and best
practices regarding the future of IoT law. Given today¶s swift technological
progress, the IoT industry will continue to experience precipitous growth and
development.303 As IoT evolves, a powerhouse of expert special masters will be
well positioned to address how the law must change to capture new aspects of
IoT. In this manner, the special masters would be able to quickly create common
law to fill in any statutory and regulatory gaps that exist at the state and federal
levels. This is especially important because common law can evolve more
quickly than legislation and thus better keep pace with the evolution of
technology. Accordingly, an OSM for IoT is necessary to ensure uniformity,
predictability, and robust discussions about the future of IoT law.
iii.

Neutrality and Lack of Politicization in Hiring

303
304
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Another positive aspect of the OSM Model is the lack of politicization
in appointing special masters as compared to the highly publicized and
shamefully politicized judicial confirmations of many Article III and Article I
judges. At the Vaccine OSM, special masters are appointed by Article I judges.304
This bypasses the need for presidential appointment and Senate confirmation to
which Article III and Article I judgeships are subject. Sadly, in recent years,
judicial appointments requiring presidential appointment and Senate
confirmation have been highly politicized, controversial, inefficient, and
inexcusably delayed.305 In some instances, the appointment process has dragged
on for months or even years, wasting time and draining government resources.
Politicizing the judicial confirmation process threatens a court¶s legitimacy and
harms the judiciary as a societal institution.306
By comparison, OSM vacancies are publicly posted in various places,
including on the OSM website, which promotes access and transparency.
Positions are available to any qualified applicant whether or not the applicant is
politically connected. The job posting indicates the qualifications for the
position, which generally includes a minimum of ten years of relevant legal

See Maayan, supra note 14; see also Peppet, supra note 4, at 148.
42 U.S.C.A. § 300aa-12(c)(1).
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See generally Cords, supra note 111, at 510 (³Justice may be increasingly impinged upon
as the politics of the process hold up more appointments and fill fewer vacancies, increasingly
delaying access to the courts.´).
306
See generally id. at 511 (³Politicizing the selection of judges who sit for a term of years or
the conditions of reappointment at the end of a judge¶s term also weakens the legitimacy of the
Tax Court. Even the appearance of increased politicization may be harmful to the institution.´).
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experience as well as other criteria.307 Hiring decisions are made by CFC judges
and are not subject to lengthy, public, and controversial confirmations.308 This
promotes greater access, efficiency, and preservation of government resources.
A review of the reversal rate of OSM decisions demonstrates that use of this
selection process has not yielded incompetent special masters.309 OSM¶s fouryear terms, which are subject to renewal, are long enough that a special master
will enjoy enough job security to be independent and autonomous but short
enough to allow for an occasional ³changing of the guard´ to bring in fresh and
new perspectives.310
The fact that all special masters work from a single office located in the
nation¶s capital symbolically underscores that the OSM will advance the interests
of all Americans, rather than have allegiances to any geographic constituency. In
stark contrast, state judges who handle tort claims may be elected, making it more
difficult to preserve judicial independence and to remove politics from the
equation.311
Judicial independence and neutrality in the context of IoT is similarly
beneficial and necessary. The purpose of an independent IoT OSM is to ensure
that IoT claims are fairly and justly resolved by experts in the field, not by
politically connected adjudicators who promulgate ³politics-smuggled-intolaw.´312 IoT litigation requires a strategic balancing of consumer and
manufacturer rights, and the politicization of such decisions will significantly
undermine this goal. This is particularly true given that the IoT industry is in the
early stages of development, and politically charged decisions could either result
in too much liability for manufacturers (causing manufacturers to abandon the
IoT industry) or too little liability (incentivizing insecure IoT devices and thus
harming consumers).313 Moreover, the appointment of special masters for limited
terms will further ensure that the OSM remains up to date on new technological
advancements and incorporates new ideas and opinions. Further, employment of
the most qualified special masters will preclude the OSM from being unfairly
stacked with business-favorable adjudicators, who often have close political

307
See, e.g., U.S. CT. OF FED. CLAIMS, VACANCY ANNOUNCEMENT (2017),
http://www.uscfc.uscourts.gov/sites/default/files/2017-Special-Master-Announcement.pdf.
308
42 U.S.C.A. § 300aa-12(c)(1).
309

See Reports/Statistics, U.S. CT.
statistics (last visited Sept. 8, 2021).

OF

FED. CLAIMS, https://www.uscfc.uscourts.gov/reports-

310

42 U.S.C.A. § 300aa-12(c)(4).
See
Partisan
Election
of
Judges,
BALLOTPEDIA,
https://ballotpedia.org/Partisan_election_of_judges (last visited Sept. 8, 2021) (reflecting that NC,
AL, IL, LA, NM, PA, TN, and TX use partisan elections to select judges at all trial levels).
311

United States v. Virginia, 518 U.S. 515, 569 (1996) (Scalia, J., dissenting).
See Robinson, supra note 4, at 46±47 (explaining that ³technology companies are among
the nation¶s largest lobbyists,´ which means the politicization of liability determinations will often
result in lax standards unless ³Equifax- or Cambridge Analytica-level scandal´ occurs).
313
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connections. This is crucial to appropriately balance IoT manufacturer and
consumer interests.
iv.

Self-Funding

As noted earlier, the beauty of the Vaccine Program is that it is incredibly
beneficial to the American public but minimally burdensome because it is
entirely self-funded. Although it is difficult to imagine, an easily overlooked
$0.75 excise tax placed on each dose of common childhood vaccines like MMRV
and DPT fund the Vaccine Program, OSM, and all of the damages awarded by
the OSM under the Vaccine Act.314 The average American does not even notice
the miniscule tax let alone know its ultimate purpose. Self-funding has enabled
the OSM to function during government shutdowns prompted by disagreements
regarding the federal budget.315 While many federal agencies closed their doors
and furloughed their employees, delaying or ceasing important government
services, the special masters and law clerks at the OSM continued dispensing
justice. In this way, self-funding also offers continuity, which will be important
for the IoT industry as harms continue to multiply and increase in severity.
Similarly, funding an OSM for IoT could simply be accomplished by charging a
de minimis excise tax on all IoT devices sold in the United States.
Taken together, the benefits outlined above clearly make the OSM
Model the most suitable fit to resolve cases involving IoT. Thus, Section IV
further explores how the existing Vaccine OSM Model could be exported and
adapted to effectively resolve IoT cases once Congress enacts IoT-specific
federal legislation.
IV.

ESTABLISHING AN OSM FOR IOT
43709-wva_124-1 Sheet No. 30 Side B

An OSM for IoT could be established by separate federal legislation
focused specifically and exclusively on its creation or be included in one of the
other enabling federal IoT-specific statutes referenced above. Federal antidiscrimination statutes, including Title VII of the Civil Rights Act of 1964 and
the Genetic Information Nondiscrimination Act of 2008, provide a model in that
they all contain nearly identical provisions requiring individuals alleging claims
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314
HEATH RES. & SERVS. ADMIN., supra note 229 ³)XQGHGE\DH[FLVHWD[RQYDFFLQHV
recommended by the Centers for Disease Control and Prevention for routine administration to
children, the excise tax is imposed on each dose (i.e., disease that is prevented) of a vaccine.
Trivalent influenza vaccine for example, is taxed $.75 because it prevents one disease; measlesmumps-UXEHOODYDFFLQHZKLFKSUHYHQWVWKUHHGLVHDVHVLVWD[HG´ 
315
Id.; see also Kathryn Watson, Kris Van Kleave & Arden Farhi, What’s Closed During the
Partial
Government
Shutdown?,
CBS
NEWS
(Jan.
18,
2019),
https://www.cbsnews.com/news/government-shutdown-what-closed-open-affected-explainedpost-office-irs-national-parks-2019-01-05/ (describing government-funded entities that closed
during the 2018±19 government shutdown, including immigration courts).
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under them to first file a Charge at the Equal Employment Opportunity
Commission (³EEOC´) before filing a complaint in federal court.316 While the
various statutes each address distinct forms of discrimination, they all contain
certain common provisions, including but not limited to the EEOC provision.
Likewise, once an OSM for IoT is statutorily established, any other federal IoTspecific statutes enacted thereafter could include a provision that refers back to
the statute and requires claims arising under the statute to be adjudicated at the
IoT OSM. The OSM-enabling legislation could simultaneously amend any
relevant statutes that predate it and take effect on or after the OSM statute¶s
effective date.
A. Creating an OSM for IoT
As explained above, a federal statute (as well as possible amendments to
other existing legislation) will likely be necessary to funnel IoT claims for
resolution by a single, expert OSM. Even after the enactment of that statute or
set of statutes, developing an OSM for IoT to resolve the novel questions arising
under them will require thoughtful decisions about, inter alia, the composition
of the Office, the level of expertise required for each special master, the appellate
structure, and the appropriate vehicle through which to establish this judicial
body. Part IV offers a non-exhaustive list of recommendations and
considerations regarding the creation of an OSM for IoT.
1. Structuring the IoT OSM

i.

43709-wva_124-1 Sheet No. 31 Side A

Given the success of the Vaccine OSM, the IoT OSM should be
structured in a similar fashion, with an emphasis on ensuring predictability,
uniformity, independence, and expediency. To achieve this, the IoT OSM must
(1) be comprised of an expert decision-making body that is free from political
influence, to the extent possible, (2) include appellate rights for both parties, and
(3) be self-funded. Each of these characteristics is discussed, in turn, below.
Location, Scope, and Coverage

First, the IoT OSM should be an independent judicial body, which sits
outside the confines of the Executive Branch. Due to the well-known pitfalls of
interagency collaboration, and to better promote decision-making autonomy, the
IoT OSM should sit outside an existing agency as a stand-alone entity similar to
the Court of International Trade. Various different agencies are currently
involved in IoT to different degrees317 and are notorious for their consistent
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316
Genetic Information Nondiscrimination Act of 2008, 42 U.S.C.A. §§ 2000ff-2000ff-11
(West 2021); Title VII of the Civil Rights Act of 1964, 42 U.S.C.A. § 2000e-5.
317
See Brill & Jones, supra note 9, at 1205±06.
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inability to collaborate and cooperate effectively and efficiently when resolving
IoT issues. Nor does any single agency (or department head) in the current
regime possesses the requisite IoT expertise across industries. While the FTC is
likely the best choice among agencies to take on this role, we predict it would be
reluctant to do so in part because of its already heavy docket and the level of
resources needed to address IoT claims from other industries. Further, expansion
of the FTC¶s authority over IoT claims²beyond those that qualify under the
FTC¶s existing authority as unfair or deceptive acts or practices²would first
need to be granted by Congress. Finally, the creation of a completely independent
entity that sits within the Judicial Branch would better encapsulate²
symbolically and otherwise²the separation of powers envisioned by the
Founders as well as the importance of an independent, neutral, and impartial
judiciary. The appearance and actual neutrality of the OSM would further
enhance its legitimacy as well.
Turning to the scope and coverage of the OSM, the IoT OSM must
consist of an expert decision-making body that has nationwide, statutorily vested
jurisdiction over IoT claims brought against a creator, designer, or manufacturer
of IoT and/or an actor in the IoT supply chain arising under one or more federal
IoT statute(s).318 This would not encompass every single claim involving IoT.
Notably, it would exclude claims brought against distributors and retailers,
primarily because the legal questions inherent in such claims generally do not
hinge upon inherent IoT defects or malfunctions; as a result, they generally do
not require a high level of IoT technological expertise. By contrast, the proper,
efficient, and just resolution of IoT claims alleging inherent design flaws or other
defects, etc., would greatly benefit from, and perhaps even demand, such
expertise. For similar reasons, claims against physicians and other healthcare
providers would also be excluded. By way of illustration, imagine that Carla sues
her surgeon, Dr. Lopez, for medical malpractice arising from the faulty
implantation of an IoT medical device. While the claim involves IoT²an
implantable medical device with network connectivity²it does not allege any
IoT design defect or malfunction. As such, it is a typical medical malpractice
claim and would not likely implicate any IoT federal statute.319 Fairly and
correctly resolving it would not require IoT expertise, so it is more properly
resolved in a court of general jurisdiction that routinely decides medical
malpractice cases. Other cases might involve criminal conduct by third parties,
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318
This nationwide, statutorily vested jurisdiction refers to the federal IoT statute(s) that
Congress will have presumably enacted by this point as well as to any additional federal IoT
legislation enacted after the establishment of the IoT OSM.
319
See, e.g., Green v. Weiner, 766 A.2d 492, 496 (Del. 1999) (holding that the plaintiffs, the
estate of a deceased man who died after having a pacemaker inserted, had ³produced sufficient
evidence of the applicable standard of care and of [the treating physician¶s] alleged breach of that
standard´ to reverse summary judgment and remand for further proceedings regarding liability
determination).
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such as hackers, and again, these criminal matters would be outside the scope of
the IoT OSM.320 These suggested limitations of the scope and coverage of the
IoT OSM and the federal statutes it would apply aim to prevent court-clogging,
promote efficiency, and better ensure that claims are resolved in the most suitable
judicial forum.
Furthermore, this approach models that of the Vaccine Act. For example,
at the Vaccine OSM, the Department of Health and Human Services is the
Respondent in each case. Petitioners may not append claims against, for instance,
the healthcare provider who injected the vaccine or the retailer who distributed
it. This limitation on the OSM¶s scope has helped ensure that a manageable
number of Vaccine Act petitions are filed each year despite the fact that millions
of Americans annually receive vaccinations. This, in turn, could reduce backlog.
One notable distinction, however, is that unlike the Vaccine OSM in
which HHS is always the Respondent, the IoT creator, designer, manufacturer,
and/or an actor in the supply chain would be the Respondent at the IoT OSM.
Because HHS provides a liability shield to vaccine makers, they enjoy the profits
of their innovation but do not absorb all of the litigation costs associated with
injuries arising therefrom. Although this interesting structure has sometimes
subjected the Vaccine Act to criticism for not creating sufficient incentives for
vaccine makers to be as safe as possible, that choice was a calculated risk taken
by Congress that has generally paid off. Its rationale was three-fold: first, vaccine
makers must adhere to strict FDA and CDC safety regulations for vaccines to
protect public health; second, vaccine manufacturers would suffer extreme
reputational harm and lost sales if a vaccine was proven to be unsafe; third, the
FDA would pull an unsafe vaccine from the market. For all of these reasons,
vaccine makers still have strong incentives to produce safe, well-tested vaccines
even if they are shielded from vaccine injury lawsuits. And lawmakers also
hoped the liability shield would spur vaccine innovation and development while
keeping vaccine costs down, both of which would serve the public interest.
Relevant considerations in the IoT context differ to some degree. Unlike
drug-makers who are under the scrutiny and supervision of the FDA, the current
IoT industry is comparable to a regulatory Wild West. Thus far, most IoT

320
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See, e.g., Press Release, Office of Public Affairs, DOJ, Individual Pleads Guilty to
Participating
in
Internet-of-Things
Cyberattack
in
2016
(Dec.
9,
2020),
https://www.justice.gov/opa/pr/individual-pleads-guilty-participating-internet-things-cyberattack2016; Nicole Perlroth, Hackers Used New Weapons to Disrupt Major Websites Across U.S., N.Y.
TIMES (Oct. 21, 2016), https://www.nytimes.com/2016/10/22/business/internet-problemsattack.html?_r=0&auth=link-dismiss-google1tap (³[T]he attack appears to have relied on hundreds
of thousands of internet-connected devices like cameras, baby monitors and home routers that have
been infected²without their owners¶ knowledge²with software that allows hackers to command
them to flood a target with overwhelming traffic.´); Richard Adhikari, Webcam Maker Takes
FTC’s Heat for Internet-of-Things Security Failure, TECHNEWSWORLD (Sept. 5, 2013),
https://www.technewsworld.com/story/78891.html (³>+@ackers posted live feeds to the Web from
nearly 700 cameras made by the company´).
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creators have staunchly opposed regulation because they argue that it risks
stifling innovation or bankrupting promising new start-ups.321 Nor is it always
clear whether or which government agency or agencies, if any, could pull a
dangerous or defective IoT product from the market. In the absence of a single
agency that unquestionably possesses that authority, both reputational harm and
litigation risks should be incorporated into the OSM structure to provide clear
incentives to IoT makers to take the precautions necessary to protect the public.
However, like the Vaccine Act and other federal legislation, a reasonable
statutory cap on damages, such as a maximum of $250,000 for cases alleging an
IoT-caused death or serious injury, could be statutorily imposed to delicately
balance the protection of the public against the competing interest of supporting
IoT innovation, at least while the industry remains in its infancy.
Each federal IoT-specific statute (or an accompanying regulation) would
ideally define the term ³IoT´ within the meaning of that statute, and the OSM
would then apply that definition. An IoT device could be defined to include any
object that contains a built-in sensor, RFID, software, or other electronic
component which facilitates the processing, storage, analysis, or exchange of
data over a network, including the Internet, WiFi, and Bluetooth. This definition,
while broad, is necessary to sufficiently encompass the myriad of IoT devices
that exist within each industry. In the alternative, each statute could contain its
own narrower, industry-specific definition.
To summarize, we recommend that for a claim to fall within the
jurisdiction of the IoT OSM, it must be a claim against an IoT creator, designer,
manufacturer, and/or supply chain actor arising under a federal IoT statute
alleging harm caused by a defect, breach, or malfunction of an IoT device.
ii.

IoT Special Masters
43709-wva_124-1 Sheet No. 32 Side B

Turning to the composition of the IoT OSM, it would ideally include a
Chief Special Master who handles a combination of administrative and
supervisory responsibilities and presides over a docket of pending cases that is
appropriately reduced to accommodate the additional leadership responsibilities.
With the exception of the inaugural OSM, the position of Chief Special Master
should be promoted from within and only open to a special master in good
standing with at least three years of OSM experience. The Chief Special Master
would be selected for a renewable three-year term with a three-term limit,
consecutive or otherwise. The enabling statute that establishes an OSM for IoT
might include the following language, which heavily derives from the Vaccine
Act:

See Davenport, supra note 8, at 277; Poudel, supra note 5, at 1016.
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(1) Responsibilities of Chief Special Master. The Chief Special Master shall
be responsible for the following:
(A) Administering the OSM and its staff, providing for the efficient,
expeditious, and effective handling of petitions, and performing such other
duties as may be assigned to the Chief Special Master by a concurrence of a
simple majority of the Advisory Council members.
(B) Appointing, fixing, and adjusting the salary and duties of such
administrative staff as are necessary. Such staff shall be subject to removal for
good cause by the Chief Special Master.
(C) Managing and executing all aspects of budgetary and administrative
affairs affecting OSM, subject to the rules and regulations of the Judicial
Conference of the United States. The Conference rules and regulations
pertaining to United States magistrates shall be applied to OSM.
(D) Coordinating with the Administrative Office of U.S. Courts
regarding the use of services, equipment, personnel, information, and facilities
without reimbursement.
(E) Reporting annually to the Advisory Council on the number of
petitions filed and their disposition, the dates on which the IoT-related harms
for which the petitions were filed occurred, the types and amounts of awards,
the length of time for the disposition of petitions, the OSM’s operating costs,
recommendations for changes to the OSM, and any other relevant matters.
(F) If, in reviewing proceedings on petitions for IoT-related harms, the
Chief Special Master determines that the number of filings and resultant
workload place an undue burden on the parties or the special master involved in
such proceedings, the Chief Special Master may, in the interest of justice,
suspend proceedings on any petition for up to 6 months in addition to the time
an action is stayed.
43709-wva_124-1 Sheet No. 33 Side A
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Like the Vaccine OSM, the expert decision-making body within the IoT
OSM should be comprised of special masters who: (1) possess a law degree from
an accredited law school; (2) are licensed and in good standing with the bar; (3)
have at least five years of relevant practice experience in IoT law; and (4) who
possess at least three years of experience in the industry relevant to the position.
Salary should be commensurate with their expertise and sufficient to attract well
qualified applicants from the ranks of the legal profession, Academia, and
relevant industries.
A special master¶s background in technology should ideally include an
intermediate understanding of coding and IoT design and production. This level
of expertise is helpful to understand how modern technology functions,
particularly in the IoT era, and to comprehend the complex supply chains that
define IoT devices. Further, this experience requirement ensures that special
masters will be wellgrounded in IoT law.
In addition to the special masters who would preside over matters and
the law clerks who assist them, we also encourage Congress to consider the
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See, e.g., Kirtley & Memmel, supra note 33, at 508.
See LeBlanc, supra note 10, at 949.
See Poston et al., supra note 11, at 6.
See, e.g., Paez & La Marca, supra note 7, at 58.
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possible creation of a distinct, non-legal position: Special Consultant to the
OSM. Special consultants need not possess a law degree. These individuals
would instead possess specialized expertise and practical experience in IoT
engineering, coding, cybersecurity, and design (e.g., engineers and coders). In
the alternative, they would possess specialized knowledge in the industry in
which IoT devices are most commonly used. By way of illustration, the Special
Consultant to the Healthcare Subdivision of the IoT OSM might be a physician
with substantial relevant experience implanting IoT medical devices. The
physician could advise special masters regarding the healthcare implications of
a defect in an IoT medical device, etc. These special consultants would not advise
special masters on specific pending cases. Instead, they would provide general
guidance, training, and advice necessary to enable special masters to stay up to
date on technological, medical, and other innovations related to IoT. The IoT
OSM could hire one or more special consultants to advise the OSM generally or
a sub-division specifically.
The number of special masters within the IoT OSM will necessarily need
to vary over time. Initially, the IoT OSM would likely require fewer special
masters because the number of IoT claims is relatively small at this time. The
limited number of claims is due to two factors. First, given that common law and
tort claims are the typical vehicles for IoT injuries, plaintiffs have experienced
substantial difficulty bringing a case under existing causes of action. As
explained previously, plaintiffs often cannot identify safer IoT products on the
market or pinpoint precisely where a device error occurred within the product
and its supply chain.322 This frustration is further complicated by the inconsistent
application of standing principles to future risks of harm, making it difficult for
plaintiffs to understand their threshold pleading obligations. Second, and more
importantly, the emerging IoT device industry is ³still in its infancy.´323 More
complex, sophisticated devices are in the pipeline, and it is only a matter of time
before IoT devices are routinely implanted into the human body. While most IoT
devices today present the risk of data breaches and hacks, these risks will
substantially increase as IoT technology is used for more life-saving functions.324
As this technology evolves, so will the risk for bodily harm and death in the event
of a device malfunction or breach.325 This means that while a large number of
IoT OSM special masters may not yet be required, the number of IoT cases will
likely continue to grow and may perhaps skyrocket over the next few decades.
When such growth occurs, no matter how fast or slow, the IoT OSM must have
the flexibility to add special masters in the areas of the most explosive growth.
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At the outset, however, we recommend that like the Vaccine OSM, eight
special masters, including a Chief Special Master, be hired for the IoT OSM,
with the ability to increase the number of special masters to 10, as necessary,
without requiring further congressional approval.326 If IoT litigation explodes
such that ten special masters cannot adequately handle the caseload, Congress
can and should authorize an appropriate increase in the number of special
masters. The eight inaugural special masters could be subdivided into the
following specialized sub-divisions, depending on their differing expertise:
health care and biotechnology (2), industrial/manufacturing (2),
finance/enterprise (1), transportation (1), energy/utilities (1), and other sectors
(1).327 New and different sub-divisions could be added as necessary. We have
chosen these initial areas because they are currently the most significant areas of
IoT growth, and ensuring each special master has in-depth knowledge of at least
one field will promote enhanced information sharing and critical thinking about
application of IoT law to each sector. A special master who meets the criteria of
two sub-divisions could preside over matters involving either industry, as
necessary. A matter that does not squarely fit into a single subgroup or that
involves multiple industries would be assigned at random to a special master in
any relevant group, including ³other sectors.´
Like the Vaccine OSM, the IoT OSM would also hire staff attorneys and
law clerks to assist the special masters in the efficient resolution of their caseload.
Staff attorneys would be hired for an indefinite term and possess qualifications
mutually decided upon by the special masters and Advisory Council. Examples
might include a law degree from an accredited law school, admission to the bar
and licensure, and one to three years of prior civil litigation experience.
Backgrounds in IoT, coding, or relevant industries like healthcare should be
preferred but not required. Special masters would individually select the criteria
for hiring law clerks who could be hired for set terms or as career clerks just as
with other courts of general jurisdiction. Funding should permit each special
master to have one law clerk and one judicial assistant, except that the Chief
Special Master could have a judicial assistant, one law clerk, and one career

326
Vaccine Claims/Office of Special Masters, supra note 225; see also S. 1638, 116th Cong.
(2019). A higher initial number may be warranted to prevent backlog and delays.
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327
We selected these sub-categories based on (1) the current proliferation and projected
expansion of IoT devices in these industries and (2) the breadth of the categories, with the intent
that all IoT devices could fall within at least one category. See Thierer, supra note 8, at 16 (³The
biggest impacts will likely be in health care, energy, transportation, and retail services.´); Dylan
Martin, 5 Emerging IoT Trends to Watch in 2020, CRN (Nov. 1, 2019), https://www.crn.com/slideshows/internet-of-things/5-emerging-iot-trends-to-watch-in-2020/1; IoT in Healthcare Market
Worth
$534.3
Billion
by
2025,
GRAND
VIEW
RSCH.
(Mar.
2019),
https://www.grandviewresearch.com/press-release/global-iot-in-healthcare-market.
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clerk.328 An excerpt of potential statutory language relating to the appointment
of special masters that is heavily modeled off the Vaccine Act is included below:
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(1) Special Masters. The OSM shall initially consist of no more than 8 special
masters, although, as necessary, that number can be increased to ten without
additional Congressional approval. The nine members of the National IoT
OSM Advisory Council shall appoint the special masters, 1 of whom, by
designation of the Council members, shall serve as Chief Special Master.
The appointment and reappointment of the special masters shall be by a
majority anonymous vote of Advisory Council members. The Chief Special
Master and other special masters shall be subject to removal by the Advisory
Council for bribery, treason, incompetency, misconduct, neglect of duty, or
for other good cause shown.
(2) Termination. A special master’s office shall be terminated if the Advisory
Council determines, upon advice of the Chief Special Master, that the
services performed by that office are no longer needed.
(3) Increasing Size. The number of special masters may be increased to ten by
the Advisory Council upon advice of the Chief Special Master where
appropriate based on the number of cases and available funding. However,
additional expansion beyond ten special masters is subject to Congressional
approval.
(4) Term of Appointment. The appointment of any individual as a special
master shall be for a term of eight years. That term may be terminated at
any point for the reasons listed above. The term is also subject to nonpresumptive renewal.
(5) Compensation. The compensation of the special masters shall be
determined by a majority anonymous vote of the Advisory Council, upon
the advice of the Chief Special Master. The salary of the Chief Special Master
shall be the annual rate of basic pay for level IV of the Executive Schedule,
as prescribed by section 5315, title 5, United States Code. The salaries of the
other special masters shall not exceed the annual rate of basic pay of level V
of the Executive Schedule, as prescribed by section 5316, title 5, United
States Code.
While at first glance it might seem difficult to successfully recruit
applicants who satisfy these stringent qualifications, various recruitment efforts
could be made to raise awareness of these positions, such as posting them on the
OSM¶s website, USAJobs.gov, industry and IoT-specific listservs, and the
American Bar Association¶s (³ABA´) Section of Science, Law, and Technology,

The OSM would also necessarily require additional staff, including a Clerk, U.S. Marshals,
etc., a full discussion of which exceeds the scope of this Article.
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which hosts IoT conferences and other events each year.329 The OSM could also
develop partnerships with AALS and law schools to post openings on job sites.
Despite the niche area of the Vaccine OSM, it has not had difficulty acquiring
highly qualified talent, and it is likely that the IoT OSM would be able to do the
same, particularly once members of the industry and IoT bar become aware of it.
Universities and some graduate schools increasingly offer Masters¶ Programs
and undergraduate degrees that are specific to IoT. Finally, the International
Association of Privacy Professionals is another excellent recruitment avenue
because its membership includes hundreds of thousands of people around the
world with expertise in the whole spectrum of IoT industries, ranging from law
and privacy to engineering and cybersecurity.330
As with the Vaccine OSM, a petitioner would file a petition to begin a
lawsuit at the IoT OSM. With regard to case assignment, when a petition is filed
at OSM, the Clerk¶s Office would run a conflicts check and then assign the case
to the special master with expertise in the subject area of the suit. For example,
a case alleging an injury arising from a defect in the design of an implantable IoT
medical device would be sent to the special masters in the IoT OSM Healthcare
Division, while a case alleging injury from a malfunctioning IoT autonomous
vehicle would be assigned to the special master in the Transportation Division.
The OSM, working with the Advisory Council, would develop OSM-specific
procedural rules that, for instance, explain when a special master must recuse
oneself. Where a conflict exists, the matter would be assigned to the other special
master in the Division, if one exists, or to a special master outside the Division
who would, nonetheless, have general (albeit not industry-specific) IoT
expertise. This approach, which is distinct from the Vaccine OSM, aims to allow
litigants to benefit from the immense expertise²both with IoT and the relevant
industry²while simultaneously promoting efficiency and uniformity.
Further, each IoT special master should be appointed in an apolitical
manner for an eight-year renewable term. This term provides sufficient job
security to attract competitive candidates while also ensuring that special masters
remain up to date on developments and advancements in the technology industry.
New special masters can be appointed if necessary to ensure that the OSM keeps
pace with the technology industry and legal evolution. While a detailed
discussion of the specific appointment process exceeds the scope of the Article,
we recommend that, at least initially, the Advisory Council, not a political leader
or body, select special masters. As noted earlier, the Advisory Council should
consist of a blend of industry leaders, representatives from the federal agencies
most involved in IoT, lawyers steeped in IoT practice, and academic scholars
who teach, write, and present about IoT. The Advisory Council, at least for the
purpose of hiring, could also include a representative from the ABA¶s Section

Disseminated by The Research Repository @ WVU, 2021

C M
Y K

59

11/16/2021 08:40:42

329
See,
e.g.,
Events
&
CLE,
AM.
BAR
ASS¶N,
https://www.americanbar.org/groups/science_technology/events_cle/ (last visited Sept. 8, 2021).
330
INT¶L ASS¶N OF PRIV. PROS., https://iapp.org/ (last visited Sept. 8, 2021).
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on Science, Law, and Technology, a federal judge who could attest to the
qualities an effective judge must possess, and/or a representative from the ABA¶s
Standing Committee on the Judiciary, a non-partisan body that rates the
qualifications of federal judicial nominees.
iii.

Process and Procedure
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For the IoT OSM to function, all covered claims involving harm from
IoT devices must be filed initially and exclusively at the IoT OSM, which would
have nationwide jurisdiction over such claims. Like the Vaccine Act, however,
the IoT OSM¶s jurisdiction would not apply retroactively or to any cases pending
before the OSM¶s effective date. Nor would a party who had already adjudicated
a claim be permitted to bring a new claim at the IoT OSM arising from the same
set of facts.
As explained above, to maximize the special masters¶ differing
expertise, cases should be assigned, whenever possible, to the most relevant subdivision. For example, an IoT claim premised on harm from a malfunctioning
insulin pump should be assigned to the Healthcare and Biotechnology SubDivision to be decided by a special master with knowledge of IoT, health care,
and medicine.
Only bench trials would be permitted at the IoT OSM. This is because
bench trials better preserve the IoT OSM¶s ability to create a comprehensive and
cohesive body of IoT law that accurately reflects the technological complexities
associated with these cases. It also mirrors the limitation to bench trials that
currently exists in other specialty courts such as the U.S. Court of Federal
Claims, Vaccine OSM, and Court of International Trade. Juries, like general
subject matter jurisdiction judges, often lack the necessary technological
expertise to resolve these byzantine claims.331
To ensure the expeditious resolution of IoT claims, an IoT lawsuit should
have an outer time limit for filing that is no more than two years after the harm
occurs or after discovery of the harm, whichever is earliest. This time limit will
ensure that claims do not become stale and outdated as technology progresses
forward at a rapid pace. Similarly, an IoT special master should be required to
decide the IoT claim within 490 days (approximately 1.5 years) after the petition

331
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See, e.g., Gary E. Marchant & Rachel A. Lindor, The Coming Collision Between
Autonomous Vehicles and the Liability System, 52 SANTA CLARA L. REV. 1321, 1334±35 (2012)
(³Liability determinations always involve an element of jury emotion and ethical response. It is
not clear how juries will respond to autonomous vehicles, especially with hindsight bias after the
vehicle has been in an accident that has injured the plaintiff sitting before them.´ Indeed, while
³[s]ome jurors may value the effort made by manufacturers in producing a complex technology
product that provides overall safety and other benefits,´ other jurors ³could perceive autonomous
vehicles as a premature, and even reckless, foray that deserves to be soundly punished and
deterred.´ Evidence also exists that ³lay persons composing a jury are suspicious of unfamiliar and
exotic-edge technologies, regardless of their actual probability of causing harm.´).
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is filed. This timely decision requirement aims to ensure that IoT claims will not
sit in a clogged forum for years on end without resolution.
Like most judicial claims, IoT claims should still require the petitioner
to bear the burden of proof, which should mirror the civil preponderance of the
evidence standard. To facilitate the development of a cohesive, uniform, and
clear body of IoT law, a special master could opt to publish or not publish the
decision resolving the case. We recommend that a published decision by a special
master be given deference by other special masters at the same level but not be
mandatory authority. Some decisions, however, would become binding authority
as explained below.
Turning to procedure, the Vaccine OSM, like most civil courts, developed
its own special set of Vaccine Rules that supplement the Rules of the U.S. Court
of Federal Claims in which it sits.332 Likewise, the Chief Special Master of the
IoT OSM would be charged with annually recommending OSM-specific
procedural rules (or any recommended revisions or repeals of existing rules) to
the Advisory Council, and, taking into account such recommended rules, the
Advisory Council, upon the advice of the Chief Special Master, would
promulgate the rules. Working in tandem, the Chief Special Master and Advisory
Council could also determine whether and to what extent the Federal Rules of
Civil Procedure and Federal Rules of Evidence apply.333 Below is an excerpt of
possible language to include in the OSM-establishing statute, which derives from
similar language in the Vaccine Act:
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332
See Cloer v. Sec¶y of Health & Hum. Servs., 675 F.3d 1358, 1362 (Fed. Cir. 2012) (rejecting
an interpretation of the Vaccine Act that would contravene its remedial purpose and spirit).
333
See generally Terran, 195 F.3d at 1302.
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iv.
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(1) Special Masters. Following the receipt and filing of a petition, the
Clerk shall forward the petition to the Chief Special Master who shall
assign a special master to preside over the matter. A special master to
whom a petition has been assigned shall timely issue a decision on
such petition.
(2) Decision. The decision of the special master shall— (i) include findings
of fact and conclusions of law, and (ii) be issued as expeditiously as
practicable but not later than 490 days, exclusive of any time during
which the proceeding is stayed, after the date the petition was filed.
(3) Right of Appeal. The findings of fact and conclusions of law of the IoT
OSM on a petition shall be final determinations of the matters involved,
except that a party aggrieved by the findings or conclusions of the OSM
may obtain review of the judgment via one or more of following
internal avenues: (1) a petition for rehearing; (2) a petition for panel
review; (3) a petition for en banc review. Only after some level of
internal review has been obtained may the party file a Notice of Appeal
in the United States Court of Appeals for the Federal Circuit. The
Notice of Appeal must be filed within 60 days of the date of entry of
the OSM’s final review.
(4) Confidentiality. Information submitted to a Special Master or the OSM
in a proceeding on a petition may not be disclosed to a person who is
not a party to the proceeding without the express written consent of
the person who submitted the information. A decision of a special
master or the court in a proceeding shall be disclosed, except that if the
decision is to include information— (i) which is trade secret or
commercial or financial information which is privileged and
confidential, or (ii) which are medical files and similar files the
disclosure of which would constitute a clearly unwarranted invasion of
privacy, and if the person who submitted such information objects to
the inclusion of such information in the decision, the decision shall be
disclosed without such information. In such circumstances, the
decision will be filed and published under seal, and the parties will be
given an opportunity to suggest redactions.

Appeals
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Following an IoT special master¶s decision, the parties would have the
right to internally appeal the decision in several, different ways. First, the
aggrieved party could file a petition for rehearing (³PFR´), asking the same
special master who decided the case to rehear it. Borrowing language from
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Federal Rule of Appellate Procedure 40,334 a PFR should only be sought and
granted where there the special master misapprehended the relevant law and/or
overlooked a material fact. The party seeking review would need to identify those
grounds with specificity in the petition.
If the PFR is denied or if the party wishes to skip that initial step, the
aggrieved party could also file a petition for panel review (³PPR´) by a panel of
three special masters that excludes the special master who presided over the case
and may or may not include special masters with expertise specific to the industry
involved in the matter. The panel decision, which could be split, would have the
ability to overturn the special master¶s original decision. We recommend that
panel decisions be published and constitute binding authority on the decisions of
individual special masters.
Last but not least, the aggrieved party could file a petition for en banc
review (³PEBR´), asking the entire OSM to hear and mutually decide the case.
Borrowing from the guidelines for en banc review adhered to by federal circuit
courts,335 a petition for en banc review should only be granted in two narrow
circumstances: (1) the decision contravenes existing precedent of the IoT OSM;
and/or (2) the question involves one of such exceptional importance that the
entire OSM should consider and resolve it. Such petitions would rarely be
granted, and an en banc decision would overrule the initial decision as well as a
panel decision in the case. En banc decisions would have to be published and
would become binding law.
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FED. R. APP. P.  D     ³The petition must state with particularity each point of law
or fact that the petitioner believes the court has overlooked or misapprehended and must argue in
VXSSRUWRIWKHSHWLWLRQ´ 
335
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FED. R. APP. P.  ³$PDMRULW\RIWKHFLUFXLWMXGJHVZKRDUHLQUHJXODUDFWLYHVHUYLFHDQG
who are not disqualified may order that an appeal or other proceeding be heard or reheard by the
court of appeals en banc. An en banc hearing or rehearing is not favored and ordinarily will not be
ordered unless: (1) en banc consideration is necessary to secure or maintain uniformity of the
FRXUW VGHFLVLRQVRU  WKHSURFHHGLQJLQYROYHVDTXHVWLRQRIH[FHSWLRQDOLPSRUWDQFH´ 
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Court Jurisdiction, supra note 114.
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The People’s Court, supra note 146.
42 U.S.C.A. § 300aa-12(f) (West 2021).
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To clarify, an aggrieved party may seek all levels of internal review in
order; for instance, the party could seek a PPR after a PFR had been either denied
or completed. However, a party could also forego a PFR, solely pursuing panel
review instead. A party could also exclusively seek en banc review. In other
words, a party might ultimately pursue and receive up to three levels of internal
review.
Only after obtaining some level of internal review could a party pursue
an outside appeal to the Federal Circuit. The Federal Circuit is the most suitable
external reviewing court in this instance because of its nationwide jurisdiction,
including exclusive jurisdiction over any case arising in patent law.336 Like IoT,
patent law involves technology rapidly outpacing existing law. As such, Federal
Circuit judges are already well versed in handling cases that involve complex
technology and can serve as an expert appellate body for IoT in this same
manner.
A Notice of Appeal at the Federal Circuit would have to be filed within
sixty days of the entry of judgment in the final internal review at OSM. A party
could file a Notice of Appeal after a petition for rehearing, panel review, or an
en banc review; the party need not seek and obtain all three levels²only one²
before filing a Notice of Appeal.
Providing various avenues of internal review is beneficial for several
reasons. First, it ensures that the review will be completed by one or more
individuals with relevant IoT, if not industry-specific, expertise. This, in turn,
will hopefully better ensure accurate outcomes, the legitimacy of which parties
are less likely to question. Second, internal review decreases the likelihood of
court-clogging at the Federal Circuit since many, perhaps most, parties would be
satisfied with one or more levels of internal review as opposed to filing an appeal
at a body whose judges, while extremely capable, are less familiar with IoT. We
predict that most aggrieved parties would prefer internal review, at least initially,
before seeking an appeal, and internal review might preempt some external
appeals. Finally, this interim review process is somewhat similar to the existing
process at the Vaccine OSM. By way of explanation, the Vaccine OSM sits
within the U.S. Court of Federal Claims.337 A single judge on the U.S. Court of
Federal Claims may review a special master¶s decision and remand it back to
OSM before an aggrieved party may appeal to the Federal Circuit, which
provides some level of internal review by jurists extremely familiar with the
Vaccine Act and Rules.338
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v.

Funding

While creating an OSM for IoT claims is beneficial on many fronts, it
poses the challenge of needing adequate funding to operate. In particular, hiring
special masters and other OSM staff, as well as the placement of these special
masters in a single courthouse that is equipped for bench trials, will require an
upfront and ongoing investment of capital. Given the growing national deficit, it
is unlikely that an IoT OSM could be funded from cash currently on hand.339
Thus, the IoT OSM will require its own separate source of funding. Like
the Vaccine OSM, however, this funding can easily be accomplished by
imposing a one-time, de minimis tax of, for instance, $0.90 on each IoT device
sold in or from the United States. Given the billions of IoT devices in circulation
today (and the billions more expected over the next decade),340 this tax, while
barely noticed, would more than fund the operation of the IoT OSM and would
produce sufficient funding to power the OSM for generations to come. Nor
would it cripple emerging IoT start-ups since it would be fielded by consumers
rather than creators. Thus, funding for the IoT OSM can be accomplished without
exacerbating the national debt.
This funding method has already proven successful. Indeed, the Vaccine
OSM, which is also funded by a tax on certain vaccines, covers not only the daily
operating costs of the OSM but also the damages awarded.341 The IoT OSM,
however, would merely need sufficient funding for operations; the losing parties
would be responsible for paying any damages awarded.
V.

CONCLUSION
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In conclusion, an area of law as radically transformative as IoT warrants
an equally modern and revolutionary framework to resolve the singular questions
and concerns to which it gives rise. Creating an OSM for IoT is a solution as
innovative as the emerging technology it seeks to regulate. By building on
existing judicial models and successful past experiments in conflict resolution,
an OSM for IoT promises to better protect consumers and bring predictability

340
341

Robinson, supra note 4, at 7±8; Maayan, supra note 14.
The National Vaccine Injury Compensation Program (VICP), supra note 215.
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339
To ensure that special masters remain up to date on rapidly evolving IoT technology, a
subset of the OSM funding should be allotted to ensure that special masters, staff attorneys, and
law clerks annually undergo relevant continuing education training on IoT law as well as the
covered industries, anti-discrimination and anti-harassment training, and are able to attend relevant
workshops, conferences, and bar events that relate to IoT law. In contrast to the lifetime tenure
enjoyed by Article III judges, the eight-year term limit for a special master and option for the term
not to be renewed are other mechanisms to encourage special masters to stay up to date on changes
in IoT law and technology.
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and uniformity to the undecipherable patchwork of state and federal law, all
without impeding technological innovation.
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